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EQUALIZER

Preface
This guide is intended for people who are installing, configuring, or administering an
Equalizer™ system. This guide contains six chapters and three appendices:
■

Overview—an overview of Equalizer concepts and terminology and information to
help you plan your Equalizer configuration.

■

Installation—instructions for installing Equalizer.

■

Configuration—setting up Equalizer to work with your network and servers.

■

■

■

Administration—monitoring Equalizer operation, adding and removing virtual clusters
and servers, changing server weights, and shutting down servers and Equalizer.
Troubleshooting—diagnosing Equalizer installation and configuration problems.
Geographic Load Balancing with Envoy—instructions for installing, configuring, and
administering the optional Envoy software package to perform geographic load
balancing.

■

Appendix A—describes how to develop custom Server Agents.

■

Appendix B—describes how to interact with Equalizer from the command line.

■

Appendix C—describes the Equalizer’s physical and environmental specifications.

A glossary of the technology-specific terms used throughout this book follows
Appendix C.
If you are setting up Equalizer for the first time, you should read the Overview chapter
before attempting to install and configure your system.

Coyote Point Systems, Inc.
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Preface

Typographical Conventions
The following typographical conventions are used throughout this guide:
Italics are used for emphasis.
Bold text is used to highlight key or button names in instructions.
Courier text is used to distinguish commands, file names, directory names, keywords,
and syntax from text.
❑

Checklists are used to review steps that you must complete before proceeding to the
next task.

✔

Checkmarks are used to identify items that you should verify or procedures you
should try to resolve particular problems.

Note – Notes are used to highlight important information and special considerations.

Caution – Caution notes are used to warn when an action could result in loss of data or
damage to your equipment.
Information critical to Equalizer operation is highlighted with an attention icon.

xiv
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CHAPTER

Overview

The Equalizer™ system is a state-of-the art load-balancing router and cluster management
system designed for use by Internet Service Providers, mission-critical server
environments, and high-volume web sites. Any site that requires a scalable and highlyavailable network-server infrastructure will benefit from Equalizer.
Equalizer uses highly-efficient Network Address Translation (NAT) technology and
adaptive load-balancing algorithms to distribute TCP/IP and UDP/IP connections sent to
a single address across a set of servers. Equalizer’s intuitive, browser-based administration
interface gives you a powerful tool for monitoring and configuring your servers.
Equalizer's role in a network is essentially that of a gateway between two networks. An
Equalizer has two network interfaces designated external and internal.

Client

Server

E

E

Internet

Server

Equalizer

Client

External Network
Figure 1

Server

Internal Network

Equalizer’s gateway role

The external interface is connected to the network to which the client machines and
possibly the Internet or an Intranet are connected. This external network receives the client
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request packets that Equalizer distributes across the available servers. Equalizer also uses
the external network to transmit response packets to clients.
The internal interface is connected to the internal network, the network to which the server
machines that process the incoming requests are connected. These physical servers provide
services on specific IP addresses and ports. Equalizer's NAT subsystem translates client
request packets and then forwards them to the selected server. When a server machine
sends a response packet back to a client, it is processed by Equalizer and then forwarded to
the appropriate client across the external network.
To ensure that Equalizer can process outbound packets, the servers’ routing tables must be
configured so that Equalizer is the gateway for any packets that leave the internal network.
If the servers don’t use Equalizer’s internal address as the gateway when sending
responses to clients, the reply packets will not be translated on their way to the client,
causing the reply packets to be rejected by the clients because they don’t belong to an
established connection. (From the client side, it would look like the server was not
responding.)
Hosts or routers on the external network can have routes to the internal network that are
gatewayed through Equalizer's external address. Equalizer’s external address is also its
administration address—the IP address used to connect to Equalizer’s browser-based
administration interface.

Processing Client Requests
The external network receives client requests that are destined for virtual cluster
addresses. A virtual cluster is the endpoint (IP address and TCP/UDP port pair) that acts as
the network-visible service for a set of hidden servers that are on the internal network.
Virtual cluster addresses are IP addresses on the external network.
When a connection request arrives, Equalizer matches the request with the endpoint
address of a configured virtual cluster, selects one of the servers associated with that
cluster, and then forwards the request to that server. Load balancing and server monitoring
ensure that requests are only sent to servers that are capable of servicing them.

Figure 2

2

Processing client requests
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Address Translation
Equalizer’s Network Address Translation (NAT) subsystem distributes incoming client
requests among the available servers. The NAT subsystem records the existence of the
request, selects the best available server, rewrites the TCP/UDP and IP headers of the
request packet, and then forwards the translated packet to the selected server. Because the
servers are configured to use Equalizer to gateway all packets, Equalizer performs the
reverse translation as the server response packets leave the cluster.
When Equalizer receives a packet that is destined for an address on the internal network
and not a virtual cluster address, the packet is passed through unaltered. Similarly, when
Equalizer receives a packet on the internal network that is not a response to an existing
virtual cluster connection, the packet is simply passed through to the external network.
Note – Requests from servers on the internal network to virtual cluster endpoints are only
supported if host routes are configured on the servers. Contact Coyote Point technical
support if you need assistance with this configuration.

Load Balancing and Distribution
When setting up Equalizer, you create virtual clusters and associate one or more servers on
the internal network with each cluster.
You specify a static weight in the range 20-200 for each server in the cluster. Equalizer uses
these static weights as a starting point for determining what percentage of requests to
route to each server. When Equalizer’s adaptive load balancing (ALB) feature is used,
Equalizer dynamically adjusts the server weights to optimize cluster performance.
Each server contributes to the total load based on its percentage of the total weights in the
server cluster. For example, virtual cluster 199.146.85.5:80 has three servers:
199.146.90.10:80 weight=20
199.146.90.11:80 weight=80
199.146.90.12:80 weight=100

In this example, the first server endpoint (199.146.90.10:80) receives about 10% of the
total requests: (20)/(20+80+100).
Note – Throughout this document, endpoints are specified in the format
IPaddress:Port. For example, 199.146.90.10:80 refers to the HTTP endpoint (80)
located at IP address 199.146.90.10.
A server with a weight of zero (0) is considered down or unavailable. Equalizer will not
route new requests to servers in this state.
In addition to using server weights to determine how to balance the load, Equalizer can
gather real-time status information from the servers in a cluster using Server Agents and
Active Content Verification.
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Server Agents
Equalizer can use server agents to collect performance statistics from a server. This enables
Equalizer to adjust the dynamic weights of the servers in a cluster according to their actual
performance characteristics. If a cluster is configured to use server agents, each server in
the cluster must run the appropriate server agent daemon:
■

measd on UNIX-based servers

■

ntmeasd.exe on NT servers

When server agents are used, Equalizer periodically contacts the server agent daemon on
each server and downloads the server performance statistics. When queried, a server agent
returns a value in the range 0-100. Server agent values above 60-70 indicate that the server
is overloaded. If this persists and adaptive load balancing is enabled, Equalizer responds
by reducing the server’s dynamic weight so that fewer requests are routed to the server.
Note – If all of your servers have server agent values above 70, you probably have more
traffic than your servers can handle efficiently. In this case, Equalizer can help by
intelligently managing the overload, but the long-term solution is to upgrade the servers
or add new ones.
Coyote Point can supply standard agents for selected platforms. Server agents can also be
customized to report on server resource availability, enabling Equalizer to stop sending
requests to a server if a database or other vital resource becomes unavailable. For
information about writing your own server agents and using agents to monitor server
resource availability, see “Using Server Agents” on page 79.
Active Content Verification
Equalizer’s Active Content Verification (ACV) provides a way to check the validity of a
server. When ACV is enabled for a cluster, Equalizer requests data from each server in the
cluster and verifies the returned data. ACV can be used with most network services that
support a text-based request/response protocol, such as HTTP. However, ACV cannot be
used with SSL or UDP based services.
For example, the HTTP protocol enables you to establish a connection to a server, request a
file, and read the result. Figure 3 illustrates the connection process when telnet is used to
connect to an HTTP server and request an HTML page.
> telnet www.myserver.com 80
Connected to www.myserver.com
> GET /index.html
<HTML>
<TITLE>Welcome to our Home Page</Title>
</HTML>
Connection closed by foreign host

Figure 3

User requests telnet connection to server.
Telnet program indicates connection is established.
User sends request for HTML page to server.
Server responds with requested page.

Telnet program indicates server closed connection.

Retrieving content from a server via telnet.

Equalizer can perform the same exchange automatically and verify the server’s response
by checking the returned data against an expected result.
You control what information is used to perform the verification by specifying an ACV
Probe String and an ACV Response string. Equalizer uses the probe string to request data
4
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from each server. To verify the server’s content, Equalizer searches the returned data for
the response string.
For example, “GET /index.html” could be used as the ACV probe string and the response
string set to some text that appears on the home page, such as “Welcome”. The response
string should be a string that only appears in a valid response. For example, most web
servers automatically generate error pages that contain valid HTML, so using a response
string of “HTML” wouldn’t be a good verification of the content.
By default, Equalizer expects to receive a response within .2 seconds when performing
active content verification. If no response is received or the response string is not found in
the first thousand characters of the response, the verification fails and Equalizer will stop
routing new requests to that server.

UDP Load Balancing
You can configure Equalizer Virtual Clusters to provide load balancing and server failure
detection for many UDP (User Datagram Protocol) based services.
UDP load balancing is ideal for stateless protocols such as DNS and RADIUS. It can be
used to load balance WAP (Wireless Application Protocol) gateways, and can even be used
for certain types of NFS server cluster that provide a single-system image.
Active Content Verification is not supported for UDP clusters.

Sticky Connections
Equalizer's sticky connections feature enables clients to connect to the same server for each
request during a specified period of time. This is useful when state information is shared
between a client and a server. For example, when using the SSL protocol, the client and
server perform an expensive session establishment procedure that must be repeated
whenever the client connects to a new server. Using sticky connections minimizes the
number of times that a client must reconnect to a new server during a session.
Clients are identified by their IP addresses. A sticky timer measures the amount of time that
has passed since there was a connection from a particular IP address to a specific virtual
cluster. The sticky time period begins to expire as soon as their are no longer any active
connections between the client and the selected cluster. The timer is reset to zero whenever
a new connection occurs. If the client does not establish any new connections to the same
virtual cluster, the timer continues to run until the sticky time period expires. Once the
sticky time period expires, a new connection from that client will be handled like any other
incoming connection and routed to an available server based on the selected load
balancing criteria.
Note – Using sticky connections increases the memory and CPU overhead associated with
a connection. The overhead increases as the sticky time period increases. Choose the
shortest reasonable sticky time period for your application and don't enable sticky
connections for applications unless they need it.
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Sticky Network Aggregation
Sticky Network Aggregation enables Equalizer to correctly handle sticky connections from
ISPs who use multiple proxy servers to direct user connections. When Sticky Network
Aggregation is enabled, only the network portion of a client's IP address is used to
maintain a sticky connection. This way, the user is directed to the same server no matter
which proxy they connect through.
A potential drawback of using Sticky Network Aggregation is that all users connecting
through a particular proxy farm might be directed to the same server. In practice, this has
not been a problem. Equalizer’s load-balancing algorithms direct other visitors to different
servers to keep the load balanced.
Inter-Cluster Stickiness
When inter-cluster stickiness is enabled for a cluster, Equalizer checks the cluster for a
sticky record as each connection request is received, just like it does for ordinary sticky
connections. If no sticky record is found, Equalizer proceeds to check all of the other
clusters that have the same IP address. If a sticky record is found, the user is connected to
the server that it references. This provides a way to ensure that requests from a particular
user are directed to the same server even if the connection is to a different virtual cluster.
For example, assume Equalizer is configured with two different virtual clusters that use
the same two servers. The first cluster provides HTTP services on port 80. The second
cluster provides SSL-based web services for a secure commerce environment on port 443.
Site visitors connect to the port 80 cluster to view an online catalog and select items that
they want to purchase. Each selected item is put in a personal shopping cart, which resides
in a file on the server to which they’re connected. When a user indicates that he’s ready to
purchase the items in his shopping cart, a connection to the SSL cluster is opened to
complete the transaction. At this point, it’s important that the user is directed to the same
server where his shopping cart is stored. Inter-cluster stickiness makes this possible. Even
though the user is connected to a different cluster when accessing the SSL services, intercluster stickiness ensures that the connection is routed to the server where his shopping
cart is stored.
Inter-cluster stickiness must be enabled for all of the clusters that you want to bind
together. The clusters that have inter-cluster stickiness enabled should contain identical
sets of server IP addresses. For example:
Cluster www.coyotepoint.com:http
Server srv1
Server srv2
Cluster www.coyotepoint.com:https
Server srv1
Server srv2

The sticky time period for each cluster must be set to a non-zero value. Inter-cluster
stickiness cannot be enabled for a cluster whose sticky time is set to zero.

6

Coyote Point Systems, Inc.

Understanding Equalizer Configurations

Understanding Equalizer Configurations
Equalizer can be used in a number of different configurations. Before you install Equalizer,
you need to determine where it will fit into your network and how it will be configured.
This section describes some of the different configuration choices that you have and
provides a configuration worksheet to help you plan your configuration.

Using IP Aliases
IP address aliasing enables a single physical server to respond to more than one IP
address. This technique is often used to implement several virtual web servers on one
machine.
Virtual clusters can be configured using aliased IP addresses. For example, two clusters
could be configured using four unique server addresses:
Cluster 199.146.85.5:80
Server 199.146.90.10:80
Server 199.146.90.11:80
Cluster 199.146.85.6:80
Server 199.146.90.12:80
Server 199.146.90.13:80

Although four different servers are specified, using IP address aliasing enables you to
implement this configuration with just two physical servers. For example, IP addresses
199.146.90.10 and 199.146.90.12 might be configured as aliases on one machine
and IP addresses 199.146.90.11:80 and 199.146.90.13 configured on the other.
The process of configuring IP aliases and virtual web servers is operating-system and
server-software dependent; consult your platform and server documentation for details.

Using Equalizer as a Gateway Between Networks
The most common Equalizer configuration is to have Equalizer function as the gateway
between two separate networks—the internal network where the servers reside, and the
external network to which clients and the Internet or an Intranet are attached. This is the
configuration described in the “Overview” on page 1. Figure 4 on page 8 shows this
configuration in detail.
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Using Equalizer in a Single Network Environment
If you do not want to split your network into internal and external networks, Equalizer can
be configured to use a single network interface, effectively placing both the clients and
servers on the same network. Figure 5 on page 9 shows this configuration in detail.
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Single network configuration

In a single network configuration, Equalizer's external interface port is connected to the
network and the internal interface port is not used. Servers should have valid network
addresses on the external network and must be configured to use Equalizer's external
address as the gateway for outbound packets. It is not necessary to configure an IP address
on the internal interface when using a single network configuration.
Most operating systems allow you to specify a network route (gateway) for packets
destined for hosts on the directly attached network, so servers can be configured with host
routes through Equalizer for any machines on the local network that need to be able to
connect to virtual cluster addresses. Machines on the local network that do not have such
routes configured can still connect to the servers directly.

Using a Second Equalizer as a Backup Unit
You can configure a second Equalizer as a backup unit that will take over in case of failure.
This is referred to as a hot-backup configuration. The two Equalizers, a primary unit and a
backup unit, are referred to as siblings. If the primary Equalizer stops functioning, the
backup unit adopts the IP addresses (clusters) owned by the primary and begins servicing
connections. In a failover configuration, the servers in a virtual cluster use a separate
failover gateway address as their default gateway, rather than using the IP address of the
internal or external interface on a particular Equalizer as their gateway. The failover
gateway address migrates between the primary and backup unit as needed, automatically
ensuring that the servers have a valid gateway in the event of a failure.
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In a hot-backup configuration, both the primary and backup Equalizers are connected to
the same networks—the backup unit’s internal and external interfaces must be connected
to the same hubs or switches that the primary Equalizer’s interfaces are connected to.
The Equalizer functioning as the backup unit monitors all traffic to and from the primary
unit and both Equalizers periodically exchange status messages over the local area
network.
Should either Equalizer fail to respond to a status message probe, the survivor begins a
diagnostic cycle. As part of the diagnostic cycle, the survivor attempts to contact its sibling
via the other network interfaces. If these attempts fail, the sibling is considered to be down.
In addition to status probes, the sibling Equalizers exchange current configuration
information. When you update the configuration on either machine, the configuration on
its sibling is automatically updated.
When the backup Equalizer determines that its sibling is down, it initiates a failover
process:
1.

The virtual cluster aliases are configured on the external interface. When the backup
Equalizer configures these aliases on the external interface, it sends out “gratuitous
ARP” packets that cause any hosts on the external network to replace ARP table
entries that point to the failed Equalizer with the physical address of the backup unit.

2.

A failover gateway alias is configured on whichever interface is local to the servers. In a
non hot-backup configuration, the servers use the IP address of the internal or external
interface as their default gateway. In a hot-backup environment, the gateway address
can migrate between the primary and backup unit so an additional address is
required.

3.

The Equalizer kernel moves out of BACKUP mode into PRIMARY mode. When an
Equalizer is in PRIMARY mode, it performs gateway routing of packets between its
internal and external interfaces as well as address translation and load balancing.
When a failed unit is brought back online, it begins to exchange status messages with
its sibling. Once both Equalizers have synchronized, the newly-started unit assumes
the backup role.

Using Reserved IP Addresses
Equalizer supports placing servers on reserved, non-routable networks such as the class A
network 10.0.0.0 and the class C network 192.168.2.0. In environments where the
conservation of IP addresses is important, using reserved IP addresses can minimize the
number of “real” IP addresses needed.
For example, an ISP hosting several hundred unique web sites replicated on three servers
might not want to assign real IP addresses for all of them because each virtual cluster
would consume four addresses: three on the back-end servers and one for the virtual
cluster. In this case, the ISP might use 10.0.0.0 (the now-defunct Arpanet) as the internal
network and assign virtual server addresses out this network for the servers.
Figure 6 shows a reserved network configuration in detail.
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If servers placed on a non-routable network will need to communicate with hosts on the
Internet for any reason (such as performing DNS resolution or sending email), you need to
configure Equalizer to perform outbound NAT (network address translation). When
outbound NAT is enabled, Equalizer translates connections originating from the servers on
the reserved network so that external hosts won’t see packets originating from nonroutable addresses. If you’re using a Failover configuration, outbound NAT must be
enabled on both Equalizers. For more information, see “Setting up a Failover
Configuration” on page 53.
Note – Due to the additional overhead introduced by enabling outbound NAT, using
reserved internal networks should be approached with caution.
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Equalizer Configuration Worksheet
Answering the following questions will help you plan your Equalizer installation and
simplify the configuration process. (You will need this information when you install and
configure Equalizer.)
1.

What is your physical network layout?
Are you going to have a single network on which all of your servers, Equalizer, and
your Internet router reside? Or are you going use a two-network configuration and
split your network into multiple subnets? If you use two-network configuration,
Equalizer will function as the gateway between them and must be connected to both.
If you don’t have a subnet or separate network available to devote to Equalizer’s
internal network, you can use a single-network topology. See “Using Equalizer in a
Single Network Environment” on page 8 for information about using Equalizer with a
single network.

2.

What network will be used as the external network?
Equalizer’s external interface is connected to this network, which is connected to the
Internet.
Example 1: Single Network
For the class C network 199.146.85.0 with a default netmask of 255.255.255.0, the
external network would be 199.146.85.0. (See Figure 5 on page 9.)
Example 2: Two Class C Networks
If you use two class C networks, as shown in Figure 4, 199.146.85.0 and 199.145.90.0,
and choose the first as the external network, the external network would be
199.146.85.0, with a netmask of 255.255.255.0.

3.

What is Equalizer’s address on the external network?
You can assign any suitable IP address on your external network as Equalizer’s
external/administration address. To administer Equalizer, you enter this address in
your browser’s URL field.
Example 1: Single Network
Equalizer Administration Address: 199.146.85.2. (See Figure 5 on page 9.)
Example 2: Two Class C Networks
Equalizer Administration Address: 199.145.85.2. (See Figure 4 on page 8.)

4.

What network will be used as the internal network?
This is the network that the physical servers will reside on. If you are using separate
external and internal networks, the internal network is connected to Equalizer’s
internal interface. Routers within your site’s network (the external network) should be
configured to use Equalizer’s external interface as the gateway to the internal network.
Example 1: Single Network
Internal network: Not Used. (See Figure 5 on page 9.)
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Example 2: Two Class C Networks
Internal network: 199.146.90.0, NETMASK 255.255.255.0. (See Figure 4 on page 8.)
5.

What is Equalizer's address on the internal network?
Typically, the lowest numbered address on the internal network is assigned as
Equalizer’s address. The back-end servers will use this address as their default
gateway.
Example 1: Single Network
Equalizer Internal Network Address: Not applicable. (See Figure 5 on page 9.)
Example 2: Two Class C Networks
Equalizer Internal Network Address: 199.146.90.1. (See Figure 4 on page 8.)

6.

How many physical server machines will you be configuring? What are their IP
addresses on the internal network?
If you plan to use IP aliases on the server hosts (virtual hosting), decide which
addresses will be configured on each of the server machines. All server IP addresses
and aliases must be unique—a particular server IP address or alias can be configured
on one and only one server machine.

7.

What virtual cluster addresses will you be configuring?
The virtual cluster addresses will be addresses on the external network.
For example, 199.146.85.4:HTTP is a virtual cluster on port 80 and 199.146.85.4:FTP is a
virtual cluster on port 21.

8.

What is the address of your internet router on the external network?
Equalizer will use this gateway when transmitting packets to hosts that aren’t on the
internal or external networks.

9.

What is the IP address of the name server that the Equalizer will use?
If a name server is configured, Equalizer displays virtual cluster and server addresses
by name rather than IP address. If no name server is available, set the name server
address to 0.0.0.0.
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Configuration Worksheet for Using Reserved IP Addresses
1.

What is the “reserved” network to be used for the internal network?
Equalizer uses this set of address to balance the load across the servers. (Equalizer uses
the internal network to forward connections to the HTTP daemons running on the
servers.)
Example:
10.0.0.0 (netmask 255.0.0.0) or 192.168.2.0 (netmask 255.255.255.0)

2.

What is the Equalizer's address on the internal network?
This is the address that the servers will use as their default gateway. This address must
be on the reserved network, as chosen in step one.
Example:
10.0.0.1 or 192.168.2.1
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The first step in setting up Equalizer is to connect it to the local area network and a power
source. Once the Equalizer is installed, you need to configure it as described in
“Configuration” on page 19.
Caution – Disconnect the power cord from your Equalizer system when you
intend to work on it or open the chassis. Do not make connections while the
power is turned on. Connecting cables to the Equalizer while it is on might cause
a power surge that could damage Equalizer’s sensitive electronic components.
To install Equalizer:
1.

Carefully unpack the Equalizer rack-mount enclosure from its shipping container. Also
remove and unpack the cables, removable hard drive, and additional hardware
included in the shipping container. (Save the original packaging in case you need to
ship the Equalizer for any reason, such as sending it in for warranty service.)

2.

Install the removable hard drive into the Equalizer enclosure and lock it in place. You
must lock the hard drive before powering up Equalizer.

FXP0
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Ethernet

FXPO/EXT

Power
Connector
Figure 7
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3.

Place the Equalizer in its intended position in an EIA equipment rack or on a flat
surface. Refer to “Technical Specifications” on page 87 for environmental limits and
power requirements.

4.

Connect a serial terminal or workstation running terminal emulator software to the 9pin serial port labeled terminal on the rear panel of the Equalizer using the supplied
null-modem cable. Set the terminal or emulator to:
9600 baud
8 data bits
no parity
one stop bit
vt100 emulation
■

■

■

■

■

You also need to enable both keyboard application mode and cursor keypad mode in
your terminal emulation software.
If your terminal software supports it, set it to ignore hang-ups on the serial line. This
allows a single terminal session to continue running even if Equalizer restarts.
Configuring HyperTerminal
If you are using the Windows HyperTerminal accessory, to configure the terminal emulation
settings:
1. Choose Properties from the File menu.
2. Click the Settings tab.
3. Enable the Terminal keys radio button.
4. Set the Emulation mode to VT100.
5. Click the Terminal Setup... button.
6. Enable the Keypad application mode checkbox.
7. Enable the Cursor keypad mode checkbox.
8. Set the Character set option to ASCII or Special Graphics.
9. If necessary, resize the HyperTerminal window so that at least 80 x 24 characters can be
viewed at once.
Note: In some versions of HyperTerminal, graphics characters are not displayed properly. This
will not affect the operation of the Equalizer Configuration Utility, but the borders may contain
random characters.
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5.

Connect the Equalizer to the external network. Locate the RJ-45 network connector
marked FXP0/External on the rear panel of the Equalizer. Connect this port to the hub
or switch that services the external network with a quality category 5 network cable.

6.

Connect the Equalizer to the internal network. Locate the RJ-45 network connector
marked FXP1/Internal on the rear panel of the Equalizer. Connect this port to the hub
or switch that services the internal network with a quality category 5 network cable. (If
you are using a single-network topology, you don’t connect anything to the FXP1
port.)

7.

Connect the Equalizer to an appropriate power source using the supplied power cord.
The power cord plugs into the 3-pin connector on the rear of the Equalizer enclosure.

Coyote Point Systems, Inc.

The power supply unit used in this system is can be configured to operate under either
120V (60Hz, 7A) or 230V (50Hz, 4A) AC input. Check the label on the back panel of the
system to find the current setting. If the setting does not correspond to your local
power source, contact Coyote Point technical support for instructions.
8.

Turn on the power using the front panel switch. The green power LED should light
and Equalizer should begin to boot.
Floppy Drive

Removable
Hard Drive
Figure 8

Power
LED

Hard Drive
Lock

Power
Switch

Reset
Switch

Equalizer enclosure: front view with the front panel open

Once you’ve installed and started the Equalizer, follow the directions in Chapter 3,
“Configuration” to configure the system for your network.
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3

This section describes the configuration process:
■

Configuring Equalizer for your network

■

Configuring the servers on your network to use Equalizer

■

Testing the configuration to verify that the system is working properly

Note – Coyote Point can ship Equalizer systems that have been preconfigured for a
particular installation. If your Equalizer has been preconfigured, skip ahead to “Server
Configuration” on page 24.

Equalizer Configuration
As Equalizer boots, the terminal displays a series of device probe and startup messages.
These diagnostic messages can normally be ignored. If the terminal emulation software is
not configured to ignore hang-ups, the terminal session might exit twice during the boot
process. If this happens, restart the terminal session.
To begin configuration:
1.

When the boot process is complete, press ENTER on the terminal keyboard to display
the login prompt.

2.

Enter eqadmin <ENTER> at the login prompt. When prompted for the password,
enter the password that was provided separately by Coyote Point. Once you enter the
password, Equalizer automatically launches the Equalizer Configuration Utility. This
utility provides a character-based interface for setting and changing the Equalizer
configuration parameters.
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3.

If the display is not legible or you do not see a menu similar to Figure 9 on page 20,
press <ESC> and make sure that your terminal emulator is set for VT100 emulation.

+----------------------- Equalizer Configuration Menu ------------------------+
| Equalizer main configuration menu. Select one of the options below using
|
| the arrow keys or typing the first letter of the option you wish to invoke. |
| Invoke an option by pressing Enter.
|
| Tab to [Exit Install] to exit this utility
|
| +-------------------------------------------------------------------------+ |
| | 1 Usage
Quick start - How to use this menu system
| |
| | 2 Doc
Configuring networks, setting parameters, etc
| |
| | 3 Interfaces Set networking parameters
| |
| | 4 Time Zone
Set the system's time zone.
| |
| | 5 Clock
Set the system's time.
| |
| | 6 Password
Set browser administration tool "touch" password.
| |
| | 7 Console
Set console password.
| |
| | 8 Commit
Commit changes & reboot
| |
| | 9 Shutdown
Shutdown system prior to power-down. (does not commit)
| |
| | 10 Upgrade
Install new software
| |
| +-------------------------------------------------------------------------+ |
+-----------------------------------------------------------------------------+
|
[Select]
Exit Configuration
|
+-----------------------------------------------------------------------------+

Figure 9

4.

Equalizer Configuration Utility: Main Menu

Use the Equalizer Configuration Utility to specify:
Hostname—the DNS hostname that is assigned to Equalizer (optional).
Network Interfaces fxp0 and fxp1—the IP addresses of Equalizer on the external
and internal networks and the netmasks associated with these networks.
Default Router—the IP address of the router that Equalizer will use to forward
outbound packets. The router is on the external network.
DNS Server—the name server used by Equalizer.
Current date, time, and time zone.
Passwords for the Equalizer console and administration interface.
■

■

■

■

■

■

Configuring the Network Parameters
To configure the Hostname, Network Interfaces, Default Router, and DNS:
1.
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In the Equalizer Configuration Menu window, use the tab or arrow keys to highlight
option 3, Interfaces and press ENTER. The Configure Network Interfaces window is
displayed.
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+---------------------- Configure network interfaces -----------------------+
| Configure each of the network interfaces listed below
|
| Assign an IP address on the external network to the external
|
| interface and an IP address on the internal network to the
|
| internal interface. The internal network is the network the
|
| servers are attached to, the external network is the network which is
|
| closest to the internet router. Assign the appropriate netmask to each
|
| interface, as well as a fully qualified hostname. Set the default gateway |
| to the IP address of the router on the external network.
|
| +-----------------------------------------------------------------------+ |
| |
fxp0 External Ethernet interface
| |
| |
fxp1 Internal Ethernet interface
| |
| +-----------------------------------------------------------------------+ |
+---------------------------------------------------------------------------+
|
[Configure]
Back
|
+---------------------------------------------------------------------------+

Figure 10

2.

Equalizer Configuration Utility: Interfaces

Use the tab or arrow keys to highlight fxp0 and press ENTER. This displays the
Network Configuration window shown in Figure 11.

+------------------- Network Configuration --------------------+
| Host:
Domain:
|
| +-----------------------+
+------------------+
|
| |Eq_ext.customer.com
|
|customer.com
|
|
| +-----------------------+
+------------------+
|
| Gateway:
Name server:
|
| +----------------+
+----------------+
|
| |10.0.0.1
|
|
|
|
| +----------------+
+----------------+
|
|
+----- Configuration for Interface fxp0 ------+
|
|
| IP Address:
Netmask:
|
|
|
| +----------------+
+----------------+ |
|
|
| |10.0.0.220
|
|255.255.255.0
| |
|
|
| +----------------+
+----------------+ |
|
|
| Extra options to ifconfig:
|
|
|
| +-----------------------------------+
|
|
|
| |
|
|
|
|
+-+-----------------------------------+-------+
|
|
|
|
+------+
+----------+
|
|
| OK |
| CANCEL |
|
+--------------+------+------------+----------+----------------+

Figure 11

Equalizer Configuration Utility: Network Configuration

3.

In the Host field, enter the fully qualified name for the Equalizer on your network. For
example, equalizer.mynet.com. Use the Tab key to move between fields in this
dialog.

4.

In the Gateway field, enter the IP address of the router on the external network. This
router will be the gateway for all packets bound for the outside world that leave
Equalizer through the external network. For example, if your external network router
is located at IP address 192.22.33.1, enter 192.22.33.1 in the Gateway field.

5.

In the Name Server field, enter the IP address of the domain name server that
Equalizer will use. If no name server is available, enter 0.0.0.0

6.

Specify the IP address and netmask for fxp0. For example, if the external interface will
have the address 192.168.33.2, enter 192.168.33.2 in the IPAddress field.
Use the NETMASK from your configuration worksheet. (See “Equalizer Configuration
Worksheet” on page 12 for more information). This address is also used as Equalizer’s
administration address.
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The netmask 255.255.255.0 indicates that the lower 8 bits of the IP addresses on
this network identify hosts. This is a common value for class C networks, but you
might need different values if your network topology is unusual.
7.

When you’re finished, use the tab key to highlight OK and press ENTER.

8.

To specify the internal interface parameters, select fxp1 and press ENTER.

9.

Specify the IP address and netmask for fxp1. For example, if the internal interface will
have the address 192.22.34.2, enter 192.22.34.2 in the IPAddress field.
Enter the NETMASK specified in the configuration worksheet.

10. Use the tab key to highlight OK and press ENTER.
11. Use the tab key to highlight Back and press ENTER to go back to the main
configuration menu.
You must commit these changes and reboot Equalizer for the new settings to take effect.

Committing Changes to the Configuration Parameters
For the changes in the Interfaces panel to take effect, you must commit the changes to the
networking parameters and reboot Equalizer. To commit the network configuration
changes:
1.

In the Equalizer Configuration Menu window, use the tab or arrow keys to highlight
option 8, Commit and press ENTER.

2.

When the boot process is complete, check network connectivity on both the internal
and external interfaces by pinging the assigned addresses. Ping the external address
from a host on the external network and ping the internal address from a host in the
internal network.

Setting the Time Zone
To set the current time zone:
1.

In the Equalizer Configuration Menu window, use the tab or arrow keys to highlight
option 4, Time Zone and press ENTER.

2.

Use the menus to specify your time zone.

3.

Use the tab key to highlight OK and press ENTER.

Setting the Date and Time
To set the current date and time:
1.
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In the Equalizer Configuration Menu window, use the tab or arrow keys to highlight
option 5, Time and press ENTER.
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|+---------------------------- Set current time -----------------------------+
|| Please enter the current date and local time using 24-hour style,
|
|| in the form MM/DD/YY HH:MM
|
|| +------------------------------------------------------------------------+ |
|| |11/22/00 12:52
| |
|| +------------------------------------------------------------------------+ |
||
[ OK ]
Cancel
|
|+--------------------------------------------------------------------------+ |

Figure 12

Equalizer Configuration Utility: Time

2.

Specify the current date and time in the format MM/DD/YY HH:MM. The time is
specified on a 24-hour clock.

3.

Use the tab key to highlight OK and press ENTER.

Changing Equalizer’s Console Password
The console password is the password used to access this configuration utility. To change
Equalizer’s console password:
1.

In the Equalizer Configuration Menu window, use the tab or arrow keys to highlight
option 7, Console and press ENTER.

2.

Type the new password. When prompted, enter the password again to confirm the
change. The new password takes effect immediately.

Changing the Administration Interface Password
The administration interface password is the edit mode password for the html-based
administration interface. To change the administration password:
1.

In the Equalizer Configuration Menu window, use the tab or arrow keys to highlight
option 6, Password and press ENTER.

2.

Type the new password. When prompted, enter the password again to confirm the
change. The new password takes effect immediately.

Upgrading the Equalizer Software
You can use the Equalizer configuration utility to install the latest Equalizer software from
Coyote Point. To install an upgrade:
1.

In the Equalizer Configuration Menu window, use the tab or arrow keys to highlight
option 10, Upgrade and press ENTER.

2.

When prompted, use the tab or arrow keys to select the location from which you’ll be
installing the software, the Coyote Point FTP site or a floppy disk.

3.

Use the tab key to highlight OK and press ENTER.
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+----------------- Equalizer upgrade selection ------------------+
| Choose the media via which you will be installing the upgrade
|
| +-------------------------------------------------------------+ |
| |
1 FTP
FTP to Coyote Point upgrade server
| |
| |
2 Floppy Upgrade via floppy disk
| |
| +-------------------------------------------------------------+ |
+-----------------------------------------------------------------+
|
[ OK ]
Cancel
|
+-----------------------------------------------------------------+

4.

If you’re installing from a disk, insert the disk and press ENTER when prompted to
install the software. This starts the Equalizer upgrade script.

5.

If you’re installing from the Coyote Point FTP site, you’ll be prompted to enter the
upgrade URL:

+----------------------- URL for upgrade -----------------------------+
|
Please enter URL for upgrade image
|
| +-------------------------------------------------------------+
|
| |
|
|
| +-------------------------------------------------------------+
|
+---------------------------------------------------------------------+
|
[ OK ]
Cancel
|
+---------------------------------------------------------------------+

Enter the URL provided by Coyote Point technical support, highlight OK, and press
ENTER. This downloads the upgrade file and runs the upgrade script.
6.

When prompted, confirm that you want to upgrade the Equalizer software. The script
will then install the software update and reboot the system.

Shutting Down Equalizer
You can shut down Equalizer from the configuration utility. Note that shutting down
Equalizer does not automatically commit configuration changes. To shut down:
1.

In the Equalizer Configuration Menu window, use the tab or arrow keys to highlight
option 9, Shutdown and press ENTER.

2.

When the shutdown process completes, it’s safe to power off the system.

Server Configuration
To use Equalizer, you must configure your servers so that the packets they send
to their clients are gatewayed by Equalizer. If you do not adjust the routing on
your servers, a client will never receive a response when attempting to contact the
virtual cluster and the connection will time out.
How you establish this configuration depends on the server’s operating system. Each
server should be configured from the system console, not through a telnet session.
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When you configure the servers, set the default route gateway to point to Equalizer’s
administration address:
If you are using a two-network configuration, the gateway for the default route
should be Equalizer’s internal address.
If you are using a single-network configuration, the gateway for the default route
should be Equalizer’s external address.
If you are using a failover configuration, the default route should be set to the
failover gateway address. For more information, see “Setting up a Failover
Configuration” on page 53.
■

■

■

To verify that a server’s routing is configured correctly, run traceroute on the server
with a destination address outside the internal network. Equalizer's internal address
should be listed as the first step in the traceroute output.

Failover Configuration
A second Equalizer can be configured as a hot backup so that if the Equalizer that’s
currently handling requests fails, the backup automatically takes over.
The Equalizer that’s actively handling requests is the primary unit and the hot spare is the
backup unit. Each Equalizer is configured to default to either the primary or backup role.
When a failed unit comes back online, it assumes the backup role, even if it is designated
the default primary.
To set up a failover configuration, you use the Equalizer administration interface. For more
information, see “Setting up a Failover Configuration” on page 53.

Testing Your Configuration
Once you’ve installed and configured Equalizer and your servers, perform these tests to
verify that it is working as intended.
To perform these tests, you need:
■

■

■

A test machine on the internal network—the same physical network as the servers.
(This can be one of the server machines.)
If you have a two-network configuration, a test machine on the external network.
A client machine somewhere on the Internet, to simulate a “real-world” client. This
machine should be set up so that the only way it can communicate with your servers
or Equalizer is through your Internet router.

1.

From the internal-network test machine, ping the physical IP address of each server.
You should be able to successfully ping all of the servers from the test machine.

2.

From the internal-network test machine, ping the server aliases on each of the servers.
You should be able to successfully ping all of the servers from the test machine using
their aliases.
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3.

From the internal test machine and each of the servers, ping the Equalizer address that
you are using as the default gateway on your servers. (If you are using a two-network
topology, this will be Equalizer’s internal address or failover gateway address.

4.

From the internal-network test machine, telnet to the server aliases on service ports of
running daemons. You should be able to successfully telnet to the server aliases.

5.

From the external-network test machine, ping a physical server IP address using ping
-R to trace the route of the ping. The Equalizer IP address should appear in the list of
interfaces that the ping packet traverses. The traceroute tool can also be used to
perform this test.

6.

After you have configured a virtual cluster and added servers, telnet to each of the
virtual clusters configured on the Equalizer from an external-network test machine.
(See Chapter 4, “Administration” for information about how to add clusters and
servers.)
When you telnet to a virtual cluster from the external test machine, Equalizer should
connect you to one of the servers configured in the cluster. Repeatedly connect to the
same virtual cluster to make sure that Equalizer is routing the connections to different
servers in the cluster. (The servers aren’t necessarily selected in a round-robin fashion.
Equalizer uses an adaptive algorithm to determine which server will get the next
connection.)
You can also use a client tool such as a Web browser to perform this test.

7.

From the Internet-client test machine, connect to each virtual cluster.

If you need assistance resolving configuration problems, see Chapter 5, “Troubleshooting”.

Equalizer Configuration Checklist
Use this checklist to verify that you’ve completed the configuration process:
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❑

Is the Equalizer configured? If your Equalizer didn't come preconfigured from
Coyote Point Systems, you need to set Equalizer’s administration address, default
gateway, and IP address on the internal and external networks.

❑

Have the default routes on your servers been updated to use Equalizer's address on
the internal network?

❑

Have the IP addresses and netmasks on the servers been configured as valid
addresses on the internal network (in a two-network topology)?

❑

Have the server daemons (httpd, ftpd etc.) been started on all of the servers?

❑

Has at least one virtual cluster been configured for Equalizer for testing? (See
“Adding a Virtual Cluster” on page 39 for information on configuring virtual
clusters.)

❑

Has each configuration test been successfully completed?

Coyote Point Systems, Inc.

CHAPTER

Administration

4

Equalizer has an html-based administration interface that you can use for routine
monitoring and administrative tasks.

Figure 13
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You can access the administration interface from a Javascript-enabled web browser to:
■

Monitor the status of Equalizer and the configured clusters and servers

■

View cluster and server performance statistics graphically

■

Add virtual clusters

■

Modify cluster parameters

■

Delete clusters

■

Add servers to a cluster

■

Adjust server static weights

■

Delete servers

■

Shut down a server gracefully

■

Shut down Equalizer

Using the Equalizer Administration Interface
You must access the Equalizer Administration interface through a Javascript-enabled
browser, such as Netscape Navigator 4.0 or later, or Microsoft Internet Explorer 4.0 or later.
Javascript must be enabled in the browser preferences.
The Equalizer Administration interface supports two user modes:
View allows you to view Equalizer configuration and status information. For more
information, see “Monitoring Equalizer Operation” on page 31.
Edit allows you to view all of the Equalizer configuration and status information and
modify the configuration.

Logging In
To access the administration interface and log into Equalizer:
1.

Launch a Javascript-enabled web browser such as Netscape Navigator 4.73 or
Microsoft Internet Explorer 5.0.

2.

From the browser, load the URL that corresponds to Equalizer's external address.
For example, if the external address is 199.146.85.2, open the URL http://
199.146.85.2/ to display the Equalizer Administration Interface. If you are using a
redundant pair of Equalizers, using the failover gateway address will ensure that the
browser connects to the Equalizer that has the primary role.
Equalizer displays the login dialog:
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Figure 14

3.

Log In dialog

Enter the appropriate user name and password and click the Log In button.
Refer to the password sheet provided separately for the initial user name and
password combinations for view and edit access.

Note – If you have lost or forgotten the edit mode password, it can be set through the
Equalizer Configuration Utility. See “Changing the Administration Interface Password” on
page 23.

Navigating Through the Interface
The Equalizer Administration Interface provides two navigation mechanisms, links and
menus.
You can directly access the status information and current parameters of any of the items
in the hierarchical list in the left frame by clicking the name of the item you want to view.
The hierarchical list contains all of the currently configured clusters, servers, geographic
clusters, and sites.
To access Equalizer’s reporting mechanisms, modify the configuration, and view help
information, you use the menus in the main menu bar in the top frame and the local
menus available from the parameters pages.
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Main Menu Bar

Figure 15

Main menu bar

The main menu bar contains four menus:
■

■

■

■

Equalizer—contains commands for modifying Equalizer global parameters and
logging out of the Administration Interface:
Change Passwords—display the Passwords tab in the Change Equalizer Parameters
dialog. (Edit mode access required.)
Configure Events—display the Events tab in the Change Equalizer Parameters dialog.
(Edit mode access required.)
Configure TCP/IP—display the TCP/IP tab in the Change Equalizer Parameters
dialog. (Edit mode access required.)
Configure Redundancy—display the Redundancy tab in the Change Equalizer
Parameters dialog. (Edit mode access required.)
Log Out—log out and end the administration session.
View—provides access to global status information:
Global Parameters—display the Equalizer global parameters.
Cluster Summary—display summary information for all of the configured clusters.
Event Log—display the Equalizer event log.
Add—provides commands for adding clusters:
Add Cluster—add a new virtual cluster. (Edit mode access required.)
Add GeoCluster—add a new geographic cluster to a site. Envoy must be enabled.
(Edit mode access required.)
Help—provides access to information about using Equalizer.
Context Help—displays context-sensitive information to help you complete the
current task.
View Guide—displays the PDF file that contains this Installation and Administration
guide.
About Equalizer—displays version and copyright information for Equalizer.

An icon is displayed to the right of the Help menu in the menu bar to indicate the current
user mode. When you are logged in with view access, the edit functions are disabled and
the Add menu is not accessible.
Local Menus
Local menus are accessible from each of the parameters pages. These menus enable you to
view and change information relevant to the item you are currently viewing. For example,
the local menu in the Server Parameters page enables you to change the server’s
parameters, plot the server’s statistics, or delete the server:
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Figure 16

Local menu

Note – In some cases, the Javascript menus are not loaded immediately when the frame
containing the menu is displayed. If you don’t see the menu items when you roll over the
menu, wait for a second and try again.

Monitoring Equalizer Operation
The Equalizer Administration interface provides several monitoring mechanisms that
allow you to view:
■

Global configuration information and connection statistics for Equalizer

■

A status summary of currently configured clusters and servers

■

The Equalizer system event log

■

Cluster configuration parameters

■

Server configuration parameters

■

Graphical displays of the connection statistics for individual clusters and servers

Displaying Equalizer Information
The Equalizer Global Parameters display information about the Equalizer’s operation
modes and overall connection statistics.
To display the global parameters:
1.

Log into the Equalizer Administration interface with view or edit access.

2.

In the left frame, click the Equalizer entry at the top of the column. The Equalizer
parameters and status information are displayed in the right frame. You can also
display this information by selecting Global Parameters from the View menu in the
main menu bar.
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Figure 17

Viewing Equalizer information

This view displays the current Equalizer configuration and Equalizer’s operational status.
The Equalizer parameters section shows the following information:
■

Equalizer Version—the version of the Equalizer software that’s currently running.

■

External Address—the IP address configured as Equalizer’s external address.

■

Internal Address—the IP address configured as Equalizer’s internal address.

■

■

■

■

Stale Connection Timeout—the number of seconds before a stale connection will be
dropped.
Passive FTP Translation—indicates whether PASV FTP mode is enabled or disabled.
Failover mode—indicates whether the Equalizer is operating as a primary or backup
unit.
Envoy Geographic Load Balancing—indicates whether Envoy is currently enabled.

The status section displays the following information:
■

■

Peak Connections Processed—the peak number of connections processed per second
since the Equalizer was started.

■

Connections Timed Out—the number of connections that have timed out.

■

DNS Requests Received—the total number of DNS requests received.

■

Corrupt DNS Requests Received—the number of invalid DNS requests received.

■
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Total connections Processed—the number of connections processed in the last second.

DNS Requests Received for Unknown Domains—the number of unrecognized DNS
requests received.
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Displaying the Cluster Summary
The Cluster Summary lists the currently configured clusters and their associated servers as
well as the weight and status of each server.
To view the Cluster Summary:
1.

Log into the Equalizer Administration interface with view or edit access.

2.

Select Cluster Summary from the View menu in the main menu bar. The Cluster
Summary is displayed in the right frame.

Figure 18

Viewing cluster summary information

This summary displays the status at the time the page was loaded. To set this information
to automatically refresh, select a refresh interval and click the Set button.
The cluster summary lists the configured clusters and the status of each server in the
cluster:
■

Servers shown in green are currently active.

■

Servers shown in yellow are configured as hot spares.

■

Servers shown in red are down. Equalizer monitors the status of active servers by
periodically probing the IP address and Port specified by the server endpoint. If these
probes fail three consecutive times, it marks the server down and stops routing new
requests to that server. A server probe might fail even if the server machine is up and
running. For instance, if the HTTP server daemon fails on a server machine, Equalizer
will refuse connections to that endpoint.
Equalizer periodically queries servers that have gone down to determine if they have
become available again. When a server comes back online, Equalizer begins to route
requests to the server, slowly increasing the server’s weight to its full capability.

For each server, the summary displays the following statistics:
■

■

Weight—the server weights determine the relative proportion of connection requests
that Equalizer will route to each server. If ALB is enabled, these weights are the
current, dynamically adjusted values, not the static weights initially assigned by the
administrator.
Active Connections—the number of connections currently being processed by the
server.
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■

Total Connections—the total number of connections that have been processed by the
server.

Displaying the System Event Log
The System Event Log displays start-up and server status messages. You can view the last
20, 50, 100, 200, 500, or 1000 entries.
To view the event log:
1.

Log into the Equalizer Administration interface with view or edit access.

2.

Select Event Log from the View menu in the main menu bar. The event log is
displayed in the right frame.

Figure 19

Viewing the system event log

To change the number of items displayed, select a value from the drop down list and click
Set.

Displaying Cluster Information
The Cluster Parameters page displays information about a cluster’s configuration. To
display the parameters for a cluster:
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1.

Log into the Equalizer Administration interface with view or edit access.

2.

In the left frame, click the name of the cluster whose parameters you want to view. The
Cluster Parameters are displayed in the right frame.
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Figure 20

Viewing cluster information

This display shows the selected load balancing policy, the load-balancing responsiveness
setting, the sticky connections parameters, and the server agent parameters. For more
information about how Equalizer uses these parameters, see “Adding a Virtual Cluster” on
page 39.

Plotting Cluster Statistics
The Plot Cluster feature enables you to view a graphical representation of the performance
history for any cluster. To plot the statistics for a cluster:
1.

Log into the Equalizer Administration interface with view or edit access.

2.

In the left frame, click the name of the cluster whose statistics you want to plot.

3.

Select Plot Cluster Statistics from the local menu in the Cluster Parameters frame. The
graphical history for the selected cluster is displayed, as shown in Figure 21.
By default, the service time and active connections are plotted for the previous five
minutes. To change the information plotted, select the categories and duration you
want to plot and click the Plot button.
To zoom in on a portion of the graph, click the area that you are interested in.

Five values can be plotted for a cluster:
■

■

■

■

■

Active connections—the total number of active connections on the servers in the
cluster.
Service time—the average service time of all of the servers in the cluster. The service
time is the time it takes a server to start sending reply packets once it receives a client
request. The average service time is a good indication of the overall performance of the
cluster.
Computed load—the average computed load of all of the servers in the cluster.
Because server computed loads are normalized by the cluster-wide average, the
cluster-wide average should be 100. Certain events can cause spikes in the computed
load for the cluster, such as rapid fluctuations in the load, rebooting servers, and
restarting application daemons such as httpd.
Hit rate—the number of connections served by the cluster each second. This is a good
indication of how many “hits” the site is getting.
Server agent—the average of the server agent values for all servers in the cluster. If
server agents are not configured, this value defaults to 50.
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For more information about these values, see the descriptions in “Plotting Server
Statistics” on page 37.

Figure 21

Viewing a cluster’s graphical history

Displaying Server Information
The Server Parameters provide information about a particular server, including connection
statistics and the current configuration.
To display a server’s parameters:
1.

Log into the Equalizer Administration interface with view or edit access.

2.

In the left frame, click the name of the server whose parameters you want to view. The
Server Parameters are shown in the right frame.

Figure 22
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The following information is displayed for a server:
■

The name of the cluster that the server belongs to.

■

The name of the server.

■

The number of current connections to the server.

■

The total number of connections the server has handled since the Equalizer was
started.

■

The server’s dynamic weight.

■

The static weight assigned to the server by the administrator.

■

Whether or not the server is configured as a hot spare.

Plotting Server Statistics
The Plot Server feature enables you to view a graphical representation of the performance
history for any server. To plot the statistics for a server:
1.

Log into the Equalizer Administration interface with view or edit access.

2.

In the left frame, click the name of the server whose statistics you want to plot.

3.

Select Plot Server Statistics from the local menu in the Server Parameters frame. The
graphical history for the selected server is displayed.
By default, the active connections, service time, computed load, and dynamic weight
are plotted for the previous five minutes. To change the information plotted, select the
categories and duration you want to plot and click the Plot button.
To zoom in on a portion of the graph, click the area that you are interested in.

Five values can be plotted for a server:
■

■

■

Active connections—the number of active connections on the server. The connection
count is “smoothed” using a sliding-window smoothing algorithm before being
plotted. Note that the number of active connections on a server will be higher if you
have the sticky timer enabled.
Service time—the time it takes a server to start sending reply packets once a client
request has been received. This value is very small for servers that are primarily
serving static html pages—typically 100-200 milliseconds. If the server is serving a lot
of active pages and cgi-bins, this value will be much higher. The service time increases
when the server is under heavy load because client requests are queued until the
server can handle them.
Computed load—a measure of the performance of the server relative to the overall
performance of the cluster. Equalizer tries to normalize the cluster-wide computed
load value to 100. If the server’s computed load value is above 100, it is performing
below the overall cluster performance.
A server’s computed load value is derived from its service time, number of active
connections, and server agent value (if configured). It is also takes into account the
load balancing policy used by the cluster.
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Ideally, a server’s computed load should be around 100, though values in the range 85115 are reasonable. If the server’s computed load is higher than 115, the server is not
performing well. If adaptive load balancing is being used, Equalizer will lower the
server’s dynamic weight to reduce the number of connections sent to that server. If the
server’s computed load value is less than 85, the server is performing very well and
Equalizer will attempt to improve cluster-wide performance by increasing the server’s
dynamic weight to direct more traffic to it. Such adjustments to the server’s weight
will in turn affect its computed load value.
■

Dynamic weight—the percentage of incoming traffic that is being dispatched to this
server. For example, if there are three servers in the cluster with dynamic weights of
100, 80, and 120, the first server will get 100/(100+80+120) or 33.3% of the incoming
traffic.
If a server is down, its dynamic weight is zero. If a server crashes and reboots, the
period that the server was down shows up as a gap in the dynamic weight plot.
If you are not using adaptive load balancing (the load balancing policy is set to round
robin or static weight), dynamic weights are not used. See “Configuring a Cluster’s
Load-Balancing Options” on page 41 for more information about setting the load
balancing policy and adaptive load balancing.

■

Server agent—the value returned by the server agent daemon. When queried, the
server agent returns a value in the range 0-100. If the cluster is not configured to use
the server agent or the server agent daemon is not running on this server, the server
agent value defaults to 50.
Server agent values above 60-70 indicate that the server is overloaded. If this persists
and adaptive load balancing is enabled, Equalizer will respond by reducing the
server’s dynamic weight so that fewer requests will be routed to the server.

Note – If all of your servers have server agent values above 70, you probably have more
traffic than your servers can handle efficiently. In this case, Equalizer can help by
intelligently managing the overload, but the long-term solution is to upgrade the servers
or add new ones.
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Figure 23

Viewing a server’s graphical history

Working with Virtual Clusters
A virtual cluster acts as the network-visible service for a group of servers. You use the
Equalizer Administration Interface to add, configure, and remove virtual clusters.

Adding a Virtual Cluster
To add a new virtual cluster:
1.

Log into the Equalizer Administration interface with edit access.

2.

Select Add Cluster from the Add menu in the main menu bar. The Add Cluster dialog
is displayed in the right frame. You can also display this dialog by viewing the
Equalizer Parameters and selecting Add Cluster from the local menu.
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Figure 24

3.

Adding a cluster

Enter the following information:
Cluster Address

The dotted decimal IP address of the cluster.

Port

The numeric port number.

Protocol

The protocol type for the cluster, either TCP or UDP.

Sticky Time

The number of seconds that the Equalizer should “remember” connections from
clients. If you don't need sticky connections, leave this option set to 0. See
“Enabling Sticky Connections” on page 45 for more information.

Load Balancing Method

The load-balancing technique to be used by this cluster: Adaptive, Fastest
Response, Least Connections, Round-Robin, Server Agent, or Static Weight.
See “Configuring a Cluster’s Load-Balancing Options” on page 41 for more
information.

Load Balancing Response

The load-balancing responsiveness setting for this cluster: Slow, Medium, or
Fast. See “Configuring a Cluster’s Load-Balancing Options” on page 41 for more
information.

Enable Inter-Cluster Sticky Enable this checkbox if inter-cluster sticky connections are to be used. See
“Enabling Sticky Connections” on page 45 for more information.

4.

Server Agent Port

The port used to contact the server agents.

Use Server Agent

When enabled, Equalizer uses server agents to gather performance statistics
from the servers in the cluster.

ACV Probe String

The active content verification probe string. See “Enabling Active Content
Verification” on page 47 for more information.

ACV Response String

The active content verification response string.See “Enabling Active Content
Verification” on page 47 for more information.

Click the Add button to add the virtual cluster.

An Add Cluster command can be refused for several reasons, including:
■
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Attempting to add a cluster address that is already configured or is configured as a
server address
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■

Specifying an invalid IP address or port number

■

Attempting to add more clusters than are supported by the Equalizer

Configuring a Cluster’s Load-Balancing Options
Load balancing policy and responsiveness settings are configured for each cluster
independently. If you have multiple clusters, they do not need to use the same load
balancing configuration even if they are hosted on the same physical server machines. For
example, if you have one cluster on port 80 for handling HTML traffic and one on port
8000 for serving images, they can use different load balancing policies.
When you are using adaptive load balancing (the cluster’s load balancing policy is not set
to round robin or static weight), you can fine-tune the static weights of the cluster’s servers
to optimize cluster performance. For more information, see “Adjusting a Server’s Static
Weight” on page 50.
To change a cluster’s load-balancing options:
1.

Log into the Equalizer Administration interface with edit access.

2.

In the left frame, click the name of the cluster whose parameters you want to change.
The Cluster Parameters are displayed in the right frame.

3.

Select Change Cluster Parameters from the local menu in the Cluster Parameters
frame. The Change Cluster dialog is displayed in the right frame.

Figure 25

4.

Changing load balancing options

Select a Load Balancing Method. The load balancing method determines which
algorithm Equalizer will use to determine how to distribute requests among the
servers in the cluster.
Equalizer supports six load balancing methods:
■

Coyote Point Systems, Inc.

Round Robin—requests are distributed equally among all of the servers in the
cluster. The first incoming request is dispatched to the first server, the second to
the second server, and so on. When the last server is reached, the cycle repeats. If
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Equalizer detects that a server in the cluster is DOWN, no requests are
dispatched to that server.

■

■

The round-robin load balancing policy does not take advantage of Equalizer’s
Adaptive Load Balancing feature. The static weights of the servers are ignored
and Equalizer does not attempt to dynamically adjust server weights based on
server performance.
Static Weight—requests are distributed among the servers according to their
static weights. A server with a higher static weight will get a higher percentage
of the incoming requests. This can be thought of as a Weighted Round Robin
implementation. It does not take advantage of Equalizer’s Adaptive Load
Balancing feature and the server weights are not dynamically adjusted based on
server performance.
Adaptive—This is the default load balancing policy. Equalizer monitors the
following performance indicators for each server and balances the load
accordingly:
Server response time—how long it takes the server to begin sending reply
packets after it receives a request.
Active connection count—the number of connections currently active on the
server.

■

■

■

5.

Server agent value—the value returned by the server agent daemon running on
the server.
Fastest Response—the highest percentage of requests is dispatched to the server
with the shortest response time. This is done carefully because if too many
requests are dispatched to a server it can become overloaded and its response
time will increase. The policy optimizes the cluster-wide response time.
The number of active connections and server agent values (if configured) are still
taken into account. Even if the response time on a server is small (meaning that
the server is the fastest in the cluster), if the server’s active connection count and
server agent values are high, the Equalizer might not dispatch new requests to
the server.
Least Connections—the highest percentage of requests is dispatched to the
server with the smallest number of active connections. Like with the fastest
response option, the server’s response time and server agent value are still taken
into account so that the server is not overloaded.
Server Agent—the highest percentage of requests is dispatched to the server
with the lowest server agent value. Other server values such as the number of
connections and response time are also taken into account to avoid overloading
the server.

Specify the Load Balancing Responsiveness. This value controls how aggressively the
Equalizer adjusts the servers’ dynamic weights. There are three responsiveness
settings: Slow, Medium and Fast. This value affects the dynamic weight spread, weight
spread coefficient, and optimization threshold used by Equalizer when it performs
adaptive load balancing:
Dynamic Weight Spread—how far a server’s dynamic weight can vary from its
static value. The spread is expressed as a percentage. For example, if the spread is
■
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40% and the server static weight is 100, the Equalizer will not change the server’s
dynamic weight to more than 140 or less than 60.
The responsiveness settings correspond to the following dynamic weight
spreads:
Slow: 20% (dynamic weight changes are limited)
Medium: 40% (normal)

■

Fast: 60% (dynamic weight changes are very flexible)
Weight Spread Coefficient—the higher and lower bounds of a server’s dynamic
weight. The coefficient is expressed as a percentage of static weight. For example,
if the weights can range from 60 to 140, compare the situation where the dynamic
weight is being increased from 100 to 105 to the situation where the dynamic
weight is being increased from 130 to 135. The weight spread coefficient makes
the latter situation less likely than the first one.
The responsiveness settings correspond to the following weight spread
coefficients:
Slow: 10% (More time is required to change server dynamic weights.)
Medium: 7% (normal)

■

Fast: 4% (Less time is required to change server dynamic weights.)
Optimization Threshold—controls how frequently the Equalizer adjusts
dynamic weights. If Equalizer adjusts server weights very aggressively,
oscillations in server weights can occur and cluster-wide performance can suffer.
If Equalizer doesn’t adjust weights often enough, server overloads might not be
compensated for quickly enough and cluster-wide performance can suffer.
The responsiveness settings correspond to the following optimization threshold
values:
Slow: 10% (least aggressive optimization threshold)
Medium: 17.5%
Fast: 25% (most aggressive optimization threshold)

6.

Click the Set button.

Aggressive Load Balancing
After fine-tuning the static weights of each server in the cluster, you might discover that
Equalizer is not adjusting the dynamic weights of the servers at all—the dynamic weights
are very stable, even under heavy load. In this case, you might want to set the cluster’s
load balancing responsiveness parameter to fast. This will cause Equalizer to try to
optimize the performance of your servers more aggressively and should improve the
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overall cluster performance. For more information about setting server weights, see
“Adjusting a Server’s Static Weight” on page 50.
Dynamic Weight Oscillations
If you notice that there are oscillations in a particular server’s dynamic weight—the
dynamic weight is varying from far below 100 to far above 100 and back again—you might
benefit by choosing the slow responsiveness setting for the cluster. You should also
investigate why this is happening—it’s possible that the server application (httpd) is
behaving erratically.

Providing FTP Services on a Virtual Cluster
Virtual clusters that provide service on the FTP control port (port 21) have special
requirements:
FTP clusters occupy two virtual cluster slots, even though only one is displayed. This
permits server-originated FTP data connections to be rewritten by the Equalizer’s NAT
subsystem as they are gatewayed to the external network.
FTP data connections always have a sticky time of one second. This is necessary to
support the passive mode FTP data connection used by most web browsers.
Port redirection is not supported for FTP virtual clusters.
■

■

■

See “Enabling Passive FTP Connections” on page 55 for more information about
supporting passive mode FTP data connections.

Configuring a Cluster to Use Server Agents
A server agent collects performance statistics from a server. If a cluster is configured to use
server agents, Equalizer periodically contacts the server agent daemon running on each
server and downloads the server performance statistics. Server agents can also be
customized to report on server resource availability, enabling Equalizer to stop sending
requests to a server if a database or other vital resource is unavailable. For information
about writing your own server agents and using agents to monitor server resource
availability, see “Using Server Agents” on page 79.
Note – If a cluster is configured to use server agents, each server in the cluster is required
to run the appropriate server agent daemon: measd on UNIX-based servers,
ntmeasd.exe on NT servers. Coyote Point can supply agents for selected platforms:
To configure a cluster to use server agents:
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1.

Log into the Equalizer Administration interface with edit access.

2.

In the left frame, click the name of the cluster you want to configure. The Cluster
Parameters are displayed in the right frame.

3.

Select Change Cluster Parameters from the local menu in the Cluster Parameters
frame. The Change Cluster dialog is displayed in the right frame.
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Figure 26

Configuring a cluster to use server agents

4.

Enable the Use Server Agent checkbox.

5.

Specify the port used to contact the server agents in the Server Agent Port field.

6.

Click the Set button.

Enabling Sticky Connections
Sticky connections enable clients to connect to the same server for each request during a
specified period of time. This is useful when state information is shared between a client
and a server. For more information about Equalizer’s support for sticky connections, see
“Sticky Connections” on page 5.
Setting the Sticky Time Period
The sticky time period is the length of time that Equalizer ensures that new connections
from a particular client are directed to the same server. The timer for the sticky time period
begins to expire as soon as there are no longer any active connections between the client
and the cluster. If a new connection to the cluster is established, the timer for the sticky
time period is reset.
Enabling sticky connections increases the memory and CPU overhead associated with a
connection. The overhead increases as the sticky period increases. You should use the
shortest reasonable period for your application and avoid enabling sticky connections for
applications unless they need it.
A reasonable value for the sticky time period for SSL virtual clusters is 600 seconds (10
Minutes). If your site is extremely busy, you might want to use a shorter sticky time
period.
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To set the sticky time period:
1.

Log into the Equalizer Administration interface with edit access.

2.

In the left frame, click the name of the cluster you want to configure. The Cluster
Parameters are displayed in the right frame.

3.

Select Change Cluster Parameters from the local menu in the Cluster Parameters
frame. The Change Cluster dialog is displayed in the right frame.

Figure 27

Setting the sticky time period

4.

In the Sticky Time field, specify the sticky time period in seconds.

5.

Click the Set button.

Enabling Inter-Cluster Stickiness
Inter-cluster stickiness provides a way to ensure that requests from a particular user are
directed to the same server even if the connection is to a different virtual cluster.
Inter-cluster stickiness must be enabled for all of the clusters that you want to bind
together. The clusters that have inter-cluster stickiness enabled should contain identical
sets of server IP addresses. For example:
Cluster www.coyotepoint.com:http
Server srv1
Server srv2
Cluster www.coyotepoint.com:https
Server srv1
Server srv2

For more information, see “Inter-Cluster Stickiness” on page 6.
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To enable inter-cluster stickiness:
1.

Log into the Equalizer Administration interface with edit access.

2.

In the left frame, click the name of the cluster you want to configure. The Cluster
Parameters are displayed in the right frame.

3.

Select Change Cluster Parameters from the local menu in the Cluster Parameters
frame. The Change Cluster dialog is displayed in the right frame.

Figure 28

4.
5.
6.

Enabling inter-cluster sticky connections

Enable the Inter-Cluster Sticky checkbox.
Make sure that the cluster’s sticky time period has been set. Inter-cluster stickiness
cannot be enabled for a cluster whose sticky time is set to zero.
Click the Set button.

Enabling Active Content Verification
Active Content Verification (ACV) is a mechanism for checking the validity of a server.
When ACV is enabled for a cluster, Equalizer requests data from each server in the cluster
and verifies that the returned data contains a character string that indicates that the data is
valid. For more information, see “Active Content Verification” on page 4.
To enable active content verification:
1.

Log into the Equalizer Administration interface with edit access.

2.

In the left frame, click the name of the cluster you want to configure. The Cluster
Parameters are displayed in the right frame.

3.

Select Change Cluster Parameters from the local menu in the Cluster Parameters
frame. The Change Cluster dialog is displayed in the right frame.
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Figure 29

Enabling active content verification.

4.

Specify a non-empty string in the ACV Probe String field. This string is sent to each
server in the cluster to request verifiable data.

5.

Specify a non-empty string in the ACV Response String field. This string is used to
verify the data returned by the server in response to the ACV probe. The specified
string must be present in the first 1000 characters of the server’s response for the
content verification to succeed.

6.

Click the Set button.

Deleting a Cluster
Note – You cannot delete a cluster that has servers assigned to it. Delete all servers from
the cluster before attempting to delete the cluster. See “Deleting a Server” on page 52 for
information about removing servers from a cluster.
To delete a cluster:
1.

Log into the Equalizer Administration interface with edit access.

2.

In the left frame, click the name of the cluster you want to delete. The Cluster
Parameters are displayed in the right frame.

3.

Select Delete Cluster from the local menu in the Cluster Parameters frame.

4.

When prompted, confirm that you want to remove the cluster permanently by clicking
the OK button.

The Delete Cluster command will be refused if the selected cluster contains any servers.
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Adding a Server to a Cluster
You must configure your network topology so that Equalizer is the gateway for
ALL of the traffic for its virtual clusters. Each server in a cluster must use
Equalizer as the gateway for any response packets to clients that contacted the
server through a virtual cluster address.
To add a server to an existing virtual cluster:
1.

Log into the Equalizer Administration interface with edit access.

2.

In the left frame, click the name of the cluster to which you want to add the server. The
Cluster Parameters are displayed in the right frame.

3.

Select Add Server from the local menu in the Cluster Parameters frame. The Add
Server dialog is displayed in the right frame.

Figure 30

4.

5.

Adding a server

Enter the following information:
Server Address

The IP address of the server endpoint you are adding to the cluster.

Port

The port number of the service on the server machine. Unless you want to set up
port redirection, the default value is usually correct. (The default is the same as
the port of the virtual cluster.)

Static Weight

The static weight is used as a starting point for determining what percentage of
requests to route to each server. See “Adjusting a Server’s Static Weight” on page
50 for information about selecting an appropriate static weight.

Enable the Hot Spare checkbox if this server is to be used as a backup server in case
the other servers in the cluster fail. If Hot Spare is checked, Equalizer will only direct
incoming connections to this server if all of the other servers in the cluster are down.
Most servers will not be configured as hot spares.
For example, it might be useful to configure a server as a hot spare if you are using
licensed software on your servers and the license allows you to only run the software
on one node at a time. In this situation, you could configure the software on two
servers in the cluster and then configure one of the servers as a hot spare. Equalizer
will only use the second server if the first goes down, enabling you to achieve high
availability for your application without violating the licensing terms or having to buy
two software licenses.
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6.

Click the Add button.

An Add Server command can be refused for several reasons, including:
Attempting to add a server address that is already configured or is configured as a
cluster address
■

■

Specifying an invalid IP address or port number

■

Attempting to add more servers than are supported by the Equalizer

Adjusting a Server’s Static Weight
Equalizer uses a server’s static weight as the starting point for determining what
percentage of requests to route to that server. Equalizer assigns servers with a higher static
weight a higher percentage of the load. The relative values of server static weights are more
important than the actual values. For example, if you have two servers in a cluster and one
has roughly twice the “horsepower” of the other, setting the static weights to 50 and 100 is
equivalent to setting the static weights to 100 and 200.
If Equalizer is performing adaptive load balancing (ALB), you should generally use higher
static weights. When Equalizer’s ALB feature is enabled (the load balancing policy is not
set to round robin or static weight), using higher static weights will produce finer-grained
load balancing. Higher weights enable Equalizer to adjust server weights more
gradually—increasing the weight by 1 produces a smaller change if the starting weight is
100 than it does if the starting weight is 50.
Dynamic server weights might vary from 50-150% of the statically assigned values. To
optimize cluster performance, you might need to adjust the static weights of the servers in
the cluster based on their performance.
Reasonable values for server weights are generally in the range 20-200. When installing
servers, you should set each server's static weight value in proportion to its “horsepower.”
For example, you might assign an P3/900Mhz based server a value of 100 and an P3/500
based server a value of 90. It is not necessary for all of the static weights in a cluster to add
up to any particular number, but it is preferable to choose numbers close to the value 100.
Note – Equalizer stops dynamically adjusting server weights if the load on the cluster
drops below a certain threshold. For example, if web traffic slows significantly at 4:00 AM
PST, Equalizer won’t modify server weights until it picks up again. Because a server’s
performance characteristics can be very different under low and high loads, Equalizer only
optimizes for the high-load case. Keep this in mind when you configure new Equalizer
installations—to test Equalizer’s ALB performance, you’ll need to simulate expected loads.
To change a server’s static weight:
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1.

Log into the Equalizer Administration interface with edit access.

2.

In the left frame, click the name of the server you want to modify. The Server
Parameters are displayed in the right frame.

3.

Select Change Server Parameters from the local menu in the Server Parameters frame.
The Change Server Parameters dialog is displayed in the right frame.
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Figure 31

Changing a server’s static weight

4.

Enter the new weight in the Static Weight field.

5.

Click the Set button.

Setting Static Weights for Homogenous Clusters
If all of the servers in a cluster have the same hardware and software configurations, their
static weights should initially be set to the same value. We recommend that you use a static
weight of 100 and start out with the load-balancing responsiveness parameter set to
medium.
As with any new configuration, you will need to monitor the performance of the servers
under load for two to three hours. Should you observe that the servers actually differ in
how much load they can handle, adjust their static weights accordingly and again monitor
their performance. You should adjust server weights by small increments—for example,
you might set the static weight of one server to 110 and the other to 90. Fine-tuning the
server weights to match each server’s actual capability can easily improve your cluster’s
response time by 5 to 10%.
Note – The Equalizer’s ALB algorithm can take 10-15 minutes to fine-tune cluster
performance when static weights are changed. After changing static weights, wait half an
hour before judging the ALB performance of the cluster.
Setting Static Weights for Mixed Clusters
Equalizer enables you to build heterogeneous clusters using servers of widely varying
capabilities. You adjust for the differences by assigning static weights that correspond to
the relative capabilities of the available servers. This enables you to get the most out of
your existing hardware—an older server can be used side-by-side with the most recent
server hardware available.
After you assign relative static weights, you should monitor cluster performance for two to
three hours under load. It will probably take two or three iterations to fine-tune the
weights and optimize performance of your cluster.
Continue monitoring the performance of your cluster and servers and watch for any
trends. For example, if you notice that Equalizer always adjusts the dynamic weights so
that the weight of one server is far below 100 and the weight of another is far above 100,
there might be a problem with the server whose dynamic weight is consistently being
reduced.
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Shutting Down a Server Gracefully
When a server’s static weight is set to zero, Equalizer will not send any new requests to
that server. Connections that are already established continue to exist until the client and
server application end them or they time out because they are idle.
When you are deleting a server or need to remove a server from service for maintenance:
1.

Set the server’s weight to 0. This prevents Equalizer from routing new connections to
the server.

2.

Wait until there are no active connections on the server before taking the server offline.
To determine if any active connections remain, click the name of the server to view the
Server Parameters.

Deleting a Server
To delete a server endpoint from a virtual cluster:
1.

Log into the Equalizer Administration interface with edit access.

2.

In the left frame, click the name of the server you want to remove.

3.

Select Delete Server from the local menu in the Server Parameters frame.

4.

When prompted, confirm that you want to remove the server from the cluster by
clicking the OK button.

If you are deleting a server with active connections, a confirmation dialog is displayed.
Click Force to remove the server anyway. This removes the server, deleting the active
connections and the user sessions they represent. Click Cancel to cancel the operation.

Shutting Down Equalizer
Before turning off Equalizer or disconnecting the power, you should perform a clean
shutdown.
To shut down Equalizer:
1.

Log into the Equalizer Administration interface with edit access.

2.

Select Shut Down from the Equalizer menu in the main menu bar. A confirmation
dialog is displayed:

Figure 32

3.
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Shutdown confirmation dialog

In the confirmation dialog, click OK to confirm that you really want to shut down
Equalizer. Click Cancel to abort the shutdown request. Clicking OK immediately
initiates the shutdown cycle. After 30 seconds, it is safe to power down the Equalizer.
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Configuring Equalizer Operation
You can modify the Equalizer configuration through the Equalizer Administration
interface and:
■

Enable outbound network address translation for reserved networks

■

Enable passive FTP connections

■

Configure stale connection handling

■

Enable sticky network aggregation

■

Configure custom event handling

■

Set the administration passwords

Setting up a Failover Configuration
You can use a second Equalizer as a hot backup. Should the Equalizer that’s currently
handling requests fail, the backup will automatically take over.
To use a second Equalizer as a hot backup, you need to install the backup Equalizer so that
its network interfaces correspond to the network interfaces of its sibling:
The external interface of the backup unit must be plugged into the same hub or
switch that the external interface of the primary unit is plugged into.
The internal interface of the backup unit must be plugged into the same hub or
switch that the internal interface of the primary unit is plugged into.
■

■

One of the Equalizers must be designated as the default primary and the other designated as
the default backup. When both Equalizer’s are booted at the same time, the Equalizer
designated as the default primary will be activated. Should the primary Equalizer fail, the
backup will take over. When the failed unit is brought back online, it assumes the backup
role until another failure occurs or its sibling is rebooted.
To set up a failover configuration, perform the following procedure on both Equalizers:
1.

Log into the Equalizer Administration interface with edit access.

2.

Select Configure Redundancy from the Equalizer menu in the main menu bar. The
Change Equalizer Parameters dialog is displayed in the right frame. By default, the
Redundancy tab is visible.

3.

Select the appropriate failover role for this Equalizer, Default Primary or Default
Backup. (If you’re not using a second Equalizer as a backup, select No Backup.)

4.

Select your configuration type from the Configuration Type pull-down:
If you have a dual-network configuration, select Dual Network.
If you have a single-network configuration, select Single Network. If you select
Single Network, the Sibling Internal Address and Envoy Failover address fields
are marked “UNUSED”.
■

■
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Figure 33

5.

Setting up a failover configuration

Specify the requested IP addresses:
Sibling’s External IP: The external network address of the other Equalizer.
Sibling’s Internal IP: The internal network address of the other Equalizer. (Only
specified for dual network configurations.)
Failover Gateway Address: A unique IP address on the internal network (dualnetwork configuration) or external network (single-network configuration). This
address will be assumed by the Equalizer that is running in primary mode and is
the address that the servers should use as their default gateway.
Envoy Failover Address: A unique address that is always configured on the
external interface of the primary Equalizer. It is used by Envoy to provide DNS
services. (Only specified for dual network configurations with Envoy geographic
load-balancing support. For more information, see Chapter 6, “Geographic Load
Balancing with Envoy”.)
■

■

■

■

6.

Click the Set button to save the parameters and reboot Equalizer. Rebooting the
default primary Equalizer first will ensure that it assumes the primary role.

Observe the console as the Equalizers reboot. The console messages should indicate that
each Equalizer has successfully assumed the PRIMARY or BACKUP role.

Enabling Outbound NAT
If you’re using a reserved network configuration and the servers placed on the nonroutable network need to be able to communicate with hosts on the Internet, you have to
configure Equalizer to perform outbound network address translation (NAT). When
outbound NAT is enabled, Equalizer translates connections originating from the servers on
the reserved network so that external hosts won’t see packets originating from nonroutable addresses.
Note – If you are using a second Equalizer for failover, outbound NAT must be enabled on
both Equalizers.
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To enable Equalizer to perform outbound NAT:
1.

Log into the Equalizer Administration interface with edit access.

2.

Select Configure TCP/IP from the Equalizer menu in the main menu bar. The Change
Equalizer Parameters dialog is displayed in the right frame. By default, the TCP/IP tab
is visible.

Figure 34

Enabling outbound NAT

3.

Enable the Outbound Network Address Translation checkbox.

4.

Click the Set button.

Enabling Passive FTP Connections
If your servers are on a network that is unreachable from the outside world, you might
need to enable Equalizer’s passive FTP translation option. When this option is enabled,
Equalizer rewrites outgoing FTP PASV control messages from the servers so that they
contain the IP address of the virtual cluster rather than that of the server.
To enable passive FTP translation:
1.

Log into the Equalizer Administration interface with edit access.

2.

Select Configure TCP/IP from the Equalizer menu in the main menu bar. The Change
Equalizer Parameters dialog is displayed in the right frame. By default, the TCP/IP tab
is visible.

Figure 35

Changing FTP options

3.

Enable the Use Passive FTP Translator checkbox.

4.

Click the Set button.
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Note – FTP data connections should always have a sticky time period of one second. For
more information about providing FTP services on a virtual cluster, see “Providing FTP
Services on a Virtual Cluster” on page 44.

Managing Stale Connections
The stale connection timeout is the length of time that a partially open or closed
connection will be maintained. If a client fails to complete the TCP connection termination
handshake sequence, or sends a SYN packet but does not respond to the server’s SYN/
ACK, the connection is marked incomplete. Connections in the incomplete state are
reclaimed when the stale connection timeout expires. When a connection is reclaimed, an
RST command (reset) is sent to the server, allowing the server to free any resources
associated with the connection.
Note – Reducing the stale connection timeout can be an effective way to counter the effects
of SYN flood attacks on server resources. A stale connection timeout of 10 seconds would
be an appropriate value for a site under SYN flood attack.
To set the stale connection timeout:
1.

Log into the Equalizer Administration interface with edit access.

2.

Select Configure TCP/IP from the Equalizer menu in the main menu bar. The Change
Equalizer Parameters dialog is displayed in the right frame. By default, the TCP/IP tab
is visible.

Figure 36

Changing the stale connection timeout

3.

Enter the stale connection timeout value, in seconds.

4.

Click the Set button.

Enabling Sticky Network Aggregation
Sticky Network Aggregation enables Equalizer to correctly handle sticky connections from
ISPs who use multiple proxy servers to direct user connections. When sticky network
aggregation is enabled, all of the connections coming from a particular network are
directed to the same server. (Typically, all of the servers in a proxy farm are on the same
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network.) For more information about handling sticky connections, see “Enabling Sticky
Connections” on page 45.
To enable sticky network aggregation:
1.

Log into the Equalizer Administration interface with edit access.

2.

Select Configure TCP/IP from the Equalizer menu in the main menu bar. The Global
Parameters page is displayed in the right frame. By default, the TCP/IP tab is visible.

Figure 37

3.

Enabling sticky network aggregation

Enable sticky network aggregation by selecting a Sticky Network Aggregation mask
from the pull-down menu. When sticky network aggregation is enabled, Equalizer
routes all of the connections from a particular network to the same server. The
netmask value indicates which portion of the address Equalizer should use to identify
particular networks. The mask corresponds to the number of bits in the network
portion of the address:
8 bits corresponds to a class “A” network
16 bits corresponds to a class “B” network
24 bits corresponds to a class “C” networks
■

■

■

In previous versions, enabling sticky network aggregation was the equivalent of
setting the sticky network aggregation mask to 24 bits. In other words, all connections
from the same class C network were routed the same server.
4.

Click the Set button.

Note – The sticky network aggregation mask must be identically configured for each
Equalizer in a redundant pair.

Configuring Custom Event Handling
You can configure Equalizer to perform certain actions when a server fails or other critical
events occur. This is done through the Change Equalizer Parameters dialog. You can
forward Equalizer log information to another machine or specify a command to run when
a particular event occurs.
Forwarding Equalizer Log Information
The Equalizer’s internal log information can be forwarded to another machine that’s
running a syslog daemon.
Coyote Point Systems, Inc.
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To specify a Syslog Host to forward the log to:
1.

Log into the Equalizer Administration interface with edit access.

2.

Select Configure Events from the Equalizer menu in the main menu bar. The Change
Equalizer Parameters dialog is displayed in the right frame. By default, the Events tab
is visible:

Figure 38

Specifying a syslog host

3.

In the Syslog Host field, enter the hostname (not IP address) of the machine to which
you want to forward syslog messages.

4.

Enable the Use Remote Syslog checkbox.

5.

Click the Set button in the Event Logging frame.

Specifying a Command to Run When a Particular Event Occurs
Equalizer can be configured to run a user-specified command whenever server events
occur, such as a server failure. For example, you might want to send email or run a custom
shell script. The following events trigger the command you specify:
■

Failure of a server

■

Restoration of a failed server

■

Failure of a server agent

■

Restoration of a server agent

To specify a command to run:
1.

Log into the Equalizer Administration interface with edit access.

2.

Select Configure Events from the Equalizer menu in the main menu bar. The Change
Equalizer Parameters dialog is displayed in the right frame. By default, the Events tab
is visible.

3.

In the Event Handling frame, enter the command that you want to run when a server
event occurs. For example, entering:
/usr/sbin/sendmail admin@coyotepoint.com

would send email to admin@coyotepoint.com whenever a server failure is detected. A
string describing the server event is sent to the program specified as standard input.

58

Coyote Point Systems, Inc.

Configuring Equalizer Operation

Figure 39

4.

Specifying an event-triggered command

Click the Set button in the Event Handling frame.

Any program specified as the Run Command parameter must complete its work and
terminate quickly (within one or two seconds) to avoid interrupting Equalizer’s server
failure detection facility.

Changing the Administration Passwords
To change the view or edit passwords:
1.

Log into the Equalizer Administration interface with edit access.

2.

Select Change Passwords from the Equalizer menu in the main menu bar. The Change
Equalizer Parameters dialog is displayed in the right frame. By default, the Passwords
tab is visible:

Figure 40

Changing administration passwords

3.

Select the password you want to change: View Password or Edit Password.

4.

Enter the current password in the Current Password field.

5.

Enter the new password in the New Password field and then confirm it by entering it
again in the Confirm New Password field.

6.

Click the Set button.
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Note – Both the View Password and Edit password may be changed by an administrator
logged in with Edit access. If you are logged in with Edit access, you can change the View
password without specifying the current password. If you have lost or forgotten the edit
mode password, it can be set through the Equalizer Configuration Utility. See “Changing
the Administration Interface Password” on page 23.
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5

Equalizer installation and configuration problems can usually be diagnosed using
standard network troubleshooting techniques. This section identifies some common
problems and the most likely causes.
Equalizer doesn’t boot up
Possible cause: Hard drive not installed, seated, or locked.
✔

The removable hard-drive must be properly installed and locked before you boot
Equalizer.

Clients time out while attempting to contact a virtual cluster
Possible cause: Equalizer is not gatewaying reply packets from the server.
✔

Log on to the server(s) and check the routing tables. Perform a traceroute from the
server to the client. Adjust the routing until the Equalizer's address shows up in the
traceroute output.
All packets sent from the server back to clients must pass through the
Equalizer.

Possible cause: The test client is on the same network as the servers.
✔

If the test client is on the same network as the servers, the servers will likely try to
send data packets directly to the client, bypassing Equalizer. This can be corrected by
adding host routes on the servers so that the servers send their reply packets via
Equalizer.

Possible cause: No active servers in the virtual cluster.
✔

Check the Equalizer Summary page. Are there any servers in that virtual cluster? Are
all of the servers marked DOWN?
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✔

Log onto the server an run the netstat command (Unix servers). If the netstat
output shows connections in the SYN-RCVD state, it indicates that the server is not
forwarding its reply packets to the Equalizer.

Possible cause: The Equalizer is not active.
✔

Is the Equalizer functioning? Try to ping the administration address. If you do not
get a response, see “Equalizer does not respond to pings to the administration
address” for more troubleshooting information.

Cannot view Equalizer administration pages with web browser
Possible cause: The Equalizer is not active.
✔

Is the Equalizer functioning? Try to ping the administration address. If you do not
get a response, see “Equalizer does not respond to pings to the administration
address” for more troubleshooting information.

Equalizer administration screen takes a long time to display
Possible cause: DNS server configured on Equalizer is not responding.
✔

Check that the Equalizer has IP connectivity to the name server configured using the
serial configuration utility.

✔

If you want to disable DNS lookups on the Equalizer, specify a name server IP
address of 0.0.0.0 in the Equalizer's serial configuration utility.

Equalizer does not respond to pings to the administration address
Possible cause: The Equalizer is not powered on.
✔

Check that power switch is on and the front panel LED is lit. Connect the keyboard
and monitor, cycle the power, and watch the startup diagnostic messages.

Possible cause: The Equalizer isn't connected to your network.
✔

Check the network wiring.

Possible cause: Administration address not configured on interface FXP0.
✔

Use the Equalizer Configuration Utility to set the IP address and netmask for
interface FXP0. Be sure to commit your changes.

Web browser hangs when attempting to connect via FTP to an FTP virtual cluster.
Possible cause: The FTP server returns its private IP address in response to a “PASV”
command. (This behavior is particularly likely to cause problems if you’re using reserved
internal addresses for the servers.)
✔
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Enable PASV mode FTP translation on the Advanced options page of the Equalizer
Administration utility. (For more information, see “Enabling Passive FTP
Connections” on page 55.)
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6

Coyote Point’s Envoy geographic load balancer is an optional software add-on for the
Equalizer product line that supports geographic clustering and load balancing.
Geographic clustering and load balancing enable requests to be automatically distributed
across servers in different physical locations. This can dramatically improve reliability by
ensuring that your service remains available even if a site-wide failure occurs. Envoy can
also improve performance by routing requests to the location with the least network
latency.
An Envoy site is a cluster of servers under Equalizer control. A geographic cluster is a
collection of sites that provide a common service, such as a web site. The different sites in a
geographic cluster are often separated by large distances. For example, a geographic
cluster might contain two sites, one in the U.S. and one in Europe:

Internet

Envoy
Site 1

Figure 41

Envoy
Site 2

Geographic cluster with two sites

Each incoming request is routed to the site best able to handle it. If a site is unavailable or
overloaded, Envoy routes requests to the other sites in the geographic cluster.
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Understanding Envoy
When Envoy is used to perform geographic load balancing, incoming client requests are
directed to one of the sites in the geographic cluster based on the following criteria:
■

■

■

Availability—if a site is unavailable due to network outage, server failure, or any
other reason, Envoy stops directing requests to that site.
Performance—Envoy tracks the load and performance at each site and uses this
information to determine which site can process the request most efficiently.
Distance—Envoy takes into account which site is closest to the client (in network
terms) and offers the least network latency.

Envoy uses the domain name service (DNS) protocol1 to perform its geographic load
distribution. DNS is used to translate fully-qualified domain names such as
www.coyotepoint.com into the IP addresses used to identify hosts on the Internet. The
authoritative name server for the domain is configured to query the Envoy-enabled
Equalizers in the geographic cluster to resolve the domain name. When Envoy receives a
resolution request, it uses the load-balancing algorithms configured for the geographic
cluster to determine which site is best able to process the request and then returns the
address of the selected site.
For example, there might be three sites in the geographic cluster www.coyotepoint.com,
one in the Eastern U.S., one in the Western U.S., and one in Europe. An Envoy-enabled
Equalizer and a cluster of servers resides at each of these sites.

Envoy Site 3: Europe

Internet

E

Figure 42

Envoy Site 2: USA East

E

E

E

Envoy Site 1: USA West

E

E

Three-site Envoy configuration

1. For more information about DNS, see Paul Albitz and Cricket Liu, DNS and BIND, 3rd ed. (O'Reilly & Associates, 1998).
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When a client in California attempts to connect to www.coyotepoint.com:
1.

The client’s local name server is queried to resolve the domain name. (Step 1 in Figure
43.)

2.

The local name server queries the authoritative name server for coyotepoint.com.
(Step 2 in Figure 43.)

3.

The authoritative name server delegates the query to the Envoy servers at each of the
sites in the geographic cluster. (Step 3 in Figure 43.) If the site that’s queried doesn’t
respond, the client’s name server tries one of the others. (In Figure 43 and Figure 44,
Envoy site 2 is handling the name resolution request.)
Client's Local
DNS Server

2

Envoy Site 3: Europe

1
E

Client in California

E

Internet

1

3
2

Envoy Site 1: USA West

3

Envoy Site 2: USA East

Authoritative DNS
Server for coyotepoint.com
E

Figure 43

E

E

E

Sending name resolution requests to Envoy

Envoy then performs a number of steps to determine which site in the geographic cluster
should handle the request:
1.

First, Envoy identifies the geographic cluster that has been configured with the
requested domain name, in this case www.coyotepoint.com.

2.

Once the geographic cluster has been identified, Envoy sends geographic query protocol
probes to the Envoy agents running at each site in the cluster. (Step 1 in Figure 44.)
These probes contain information about the client that made the request and the
resource that is being resolved. The site handling the resolution request (Envoy site 2
in Figure 44) also queries its local agent.

3.

When an agent receives a probe request, it performs two actions:
a.

First, the agent checks the availability of the requested resource. If the resource is
unavailable at the agent's site, the agent responds to the Envoy server with an
error indication. (Step 2 in Figure 44.)
b. If the resource is available, the agent sends an ICMP echo request (ping) to the
client that initiated the request. When the echo reply arrives, the agent forwards
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the latency information to the Envoy server that sent the geographic probe. (Step
2 in Figure 44.)

Envoy Site 3: Europe

1

2
E

E

Client in California
Internet
1

1
2

Envoy Site 1: USA West 2

E

E

E
Figure 44

4.

Envoy Site 2: USA East

E

Resolving name resolution requests

The Envoy server uses the information gathered from each site to determine which site
is best able to process the request for the client and then forwards the request to that
site. (Figure 45.)

Envoy Site 3: Europe

E

E

Client in California
Internet

E

E
Figure 45
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Envoy Site 2: USA East

E

Envoy Site 1: USA West

E

Selecting a site to process the connection request
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Envoy Installation and Configuration
Each site in an Envoy configuration has an Envoy-enabled Equalizer and any number of
servers. Once you’ve completed the normal Equalizer installation and configuration at
each location, you can install Envoy and configure your authoritative name server to work
with Envoy.
When you’ve completed the Envoy installation and DNS configuration described in this
section, you can set up the geographic clusters and define the available sites for each
cluster through the Equalizer Administration interface. For more information about how
to do this, see “Envoy Administration” on page 68.

Installing Envoy
The Envoy software must be installed on each of the Equalizers that will be part of the
geographic cluster. To install Envoy:
1.

Copy the Envoy executable file set from the floppy disk or Coyote Point’s FTP site
onto your Equalizer.

2.

Follow the instructions provided to unpack and install the file set.

3.

Shut down Equalizer and reboot the machine. (For information about how to safely
shut down Equalizer, see “Shutting Down Equalizer” on page 52.)

Configuring the Authoritative Name Server to Query Envoy
The authoritative nameserver(s) for the domains that are to be geographically load
balanced must be configured to delegate authority to the Envoy sites. Each of the fullyqualified subdomains to be balanced need to be delegated.
For example, assume www.coyotepoint.com is to be balanced across a geographical
cluster containing two Envoy sites, east.coyotepoint.com (at 192.168.2.44) and
west.coyotepoint.com (at 10.0.0.5). In this case, the name servers configured to handle
the coyotepoint.com domain must be configured to delegate authority for
www.coyotepoint.com to both east.coyotepoint.com and
west.coyotepoint.com. When queried to resolve www.coyotepoint.com,
coyotepoint.com’s name servers should return name server (NS) and alias (A) records
for both Envoy sites.

Using Envoy with Firewalled Networks
Envoy sites communicate with each other using Coyote Point’s UDP-based Geographic
Query Protocol. Similarly, Envoy sites communicate with clients using the DNS protocol. If
one or more of your Envoy sites are protected by a network firewall, the firewall must be
configured to permit the Envoy packets to pass through.
To use Envoy with firewalled networks, you need to configure the firewalls so that:
■

Envoy sites communicate with each other on UDP ports 5300 and 5301. The firewall
must allow traffic on these ports to pass between Equalizer/Envoy sites.
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■

■

Envoy sites and clients can exchange packets on UDP port 53. The firewall must allow
traffic on this port to flow freely between an Envoy server and any Internet clients so
that clients trying to resolve hostnames via the Envoy DNS server can exchange
packets with the Envoy sites.
Envoy sites can send ICMP echo request packets out through the firewall and receive
ICMP echo response packets from clients outside the firewall. (When a client attempts
a DNS resolution, Envoy sites send an ICMP echo request (ping) packet to the client
and the client might respond with an ICMP echo response packet.)

Envoy Administration
When Envoy is installed, the Equalizer Administration Interface can be used to administer
geographic clusters and sites in addition to local clusters and servers. See “Using the
Equalizer Administration Interface” on page 28 if you need information about how to
bring up the interface.

Adding a Geographic Cluster
To add a new geographic cluster:
1.

Log into the Equalizer Administration interface with edit access.

2.

Select Add GeoCluster from the Add menu in the main menu bar. The Add
GeoCluster dialog is displayed in the right frame. You can also display this dialog by
selecting Add GeoCluster from the local menu when you’re viewing Equalizer’s
global parameters.

Figure 46

3.
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Adding a geographic cluster

Enter the following information:
Geographic Cluster Name

The fully-qualified domain name (FQDN) of the geographic
cluster. For example, www.coyotepoint.com. The FQDN
must include all name components up to the top level (com, net,
org, etc). Do not include the trailing period.

TTL

Time-to-live. The length of time, in seconds, that the client’s
DNS server should cache the resolved IP address. Longer times
will result in increased failover times in the event of a site
failure, but are more efficient in terms of network resources. A
reasonable value would be 120 (2 minutes).
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MX Exchanger

4.

The fully qualified domain name to be returned if Envoy
receives a “mail exchanger” request for this geographic cluster.
The mail exchanger is the host responsible for handling email
sent to users in the domain.

Select the desired load balancing method:
Round Trip—the client’s network proximity is weighted more heavily than other
criteria.
Adaptive—takes all available information into account when selecting a site.
This setting is a reasonable default.
Site Load—the current load at each site is weighted more heavily than other
criteria.
Site Weight—the user-defined static weight for each site is weighted more
heavily than other criteria.
■

■

■

■

5.

Specify the Load Balancing Responsiveness. This value controls how aggressively
Envoy adjusts the site’s dynamic weights. There are five responsiveness settings:
Slowest, Slow, Medium, Fast, and Fastest. The faster settings allow Envoy to adjust its
load balancing criteria more frequently and permit a greater variance in the relative
weights assigned to sites. A slow setting causes site measurements to be averaged over
a longer period of time before they are applied to the cluster-wide load balancing and
tend to ignore spikes in cluster measurements caused by intermittent network glitches.
The Medium setting is recommended as a starting point.

6.

Click the Add button to add the geographic cluster. An entry for the new geographic
cluster will appear in the left frame.

An Add GeoCluster command can be refused for several reasons, including:
■

Attempting to add a cluster for a FQDN that is already configured

■

Attempting to add more clusters than are supported by Envoy

Configuring a Geographic Cluster’s Load-Balancing Options
You can change the load balancing policy and responsiveness settings for a geographic
cluster from the from the Geographic Cluster Parameters page. These parameters are
configured independently for each geographic cluster. (For more information about the
load balancing policy and responsiveness settings, see “Adding a Geographic Cluster” on
page 68.)
You might want to fine-tune the static weights of the geographic cluster’s sites to optimize
cluster performance. For more information, see “Adjusting a Site’s Static Weight” on page
72.
To change a geographic cluster’s load-balancing options:
1.

Log into the Equalizer Administration interface with edit access.

2.

In the left frame, click the link formed by the domain name associated with the
geographic cluster. The Geographic Cluster Parameters page is displayed in the right
frame.
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3.

Select Change GeoCluster Parameters from the local menu. The Change Geographic
Cluster dialog is displayed in the right frame.

Figure 47

4.

Changing load balancing options for a geographic cluster

Select a Load Balancing Method. The load balancing method determines which
algorithm Envoy will use to distribute requests among the sites in the cluster:
Round Trip—the client’s network proximity is weighted more heavily than other
criteria.
Adaptive—takes all available information into account when selecting a site.
This setting is a reasonable default.
Site Load—the current load at each site is weighted more heavily than other
criteria.
Site Weight—the user-defined static weight for each site is weighted more
heavily than other criteria.
■

■

■

■

5.

Specify the Load Balancing Responsiveness. This value controls how aggressively
Envoy adjusts the site’s dynamic weights. There are five responsiveness settings:
Slowest, Slow, Medium, Fast, and Fastest. The faster settings allow Envoy to adjust its
load balancing criteria more frequently and permit a greater variance in the relative
weights assigned to sites. A slow setting causes site measurements to be averaged over
a longer period of time before they are applied to the cluster-wide load balancing and
tend to ignore spikes in cluster measurements caused by intermittent network glitches.

6.

Click the Set button.

Deleting a Geographic Cluster
To delete a geographic cluster:
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1.

Log into the Equalizer Administration interface with edit access.

2.

In the left frame, click the name of the geographic cluster you want to delete. The
Geographic Cluster Parameters are displayed in the right frame.

3.

Select Delete Cluster from the local menu in the Geographic Cluster Parameters
frame.

4.

When prompted, verify that you really want to remove the cluster by clicking OK. The
cluster and all of its sites will be deleted.
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Adding a Site to a Geographic Cluster
To add a site to an existing geographic cluster:
1.

Log into the Equalizer Administration interface with edit access.

2.

In the left frame, click the name of the geographic cluster to which you want to add the
site.

3.

Select Add Site from the local menu. The Add Site dialog shown in Figure 48 is
displayed in the right frame.

Figure 48

4.

Adding a site to a geographic cluster

Enter the following information:
Site Name

A symbolic name that represents this site. For example the eastcoast site for www.coyotepoint.com might be eastCOAST.

Site Address

The IP address of the site. This is the address of an Equalizer
cluster that’s returned if the site is chosen.

Keepalive

How often the Agent should probe the resource. The default value
of 100 results in the resources availability being tested every 100
seconds.

Static Weight

This is a user defined value between 10 and 200 that represents the
site’s capacity. (This value is similar to a server’s static weight.)
Use the default of 100 if all sites are similarly configured, otherwise
adjust higher or lower for sites that have more or less capacity.

Resource Address

The IP address of the resource that is monitored for this site.
Usually, this is the same as a configured Equalizer cluster and is
generally the same value as the site address. For example,
east.coyotepoint.com might have resource IP=192.168.0.5
and Port=80 if this cluster were configured on the Equalizer.

Port

The TCP port number of the resource that is monitored for this
site.

Agent IP Address

The IP address of the site monitoring agent. Usually, this is the
external or “Envoy failover” address of the Equalizer at this site.
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5.

Specify whether the site is a peer site or the default site by selecting the appropriate
radio button. A peer site’s IP address is returned by Envoy based on the selected load
balancing algorithms. The default site is chosen if the client’s DNS server did not
respond to ICMP echo requests from any site. This can happen if a firewall blocks
ICMP packets between the client’s DNS and the internet. Only one site in a cluster can
be designated as the default.

6.

Click the Add button.

An Add Site command can be refused for several reasons, including:
Attempting to add a site with a name or IP address that is already configured
■

■

Attempting to add more sites than are supported by Envoy

■

Attempting to add a default site when one is already configured

Adjusting a Site’s Static Weight
Envoy uses a site’s static weight as the starting point for determining what percentage of
requests to route to that site. Envoy assigns sites with a higher static weight a higher
percentage of the load. The relative values of site static weights are more important than
the actual values. For example, if you have two sites in a geographic cluster and one has
roughly twice the capacity of the other, setting the static weights to 50 and 100 is
equivalent to setting the static weights to 100 and 200.
Dynamic site weights can vary from 50-150% of the assigned static weights. To optimize
geographic cluster performance, you might need to adjust the static weights of the sites in
the cluster based on their performance.
Site weights can range from 10 to 200. When setting up sites in a geographic cluster, you
should set each site’s static weight value in proportion to its capacity for handling
requests. It is not necessary for all of the static weights in a cluster to add up to any
particular number.
To change a site’s static weight:
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1.

Log into the Equalizer Administration interface with edit access.

2.

In the left frame, click the name of the site you want to modify. The Geographic Site
Parameters page shown in Figure 49 is displayed in the right frame.

3.

Select Change Site Parameters from the local menu. The Change Site dialog is
displayed in the right frame.

4.

Enter the new weight in the Static Weight field.

5.

Click the Set button.
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Figure 49

Changing a site’s static weight

Deleting a Site from a Geographic Cluster
To delete a site from a geographic cluster:
1.

Log into the Equalizer Administration interface with edit access.

2.

In the left frame, click the name of the site you want to delete. The Site Parameters are
displayed in the right frame.

3.

Select Delete Site from the local menu in the Site Parameters frame.

4.

When prompted, confirm that you really want to remove the site by clicking OK.

Monitoring Geographic Clusters and Sites
Envoy enables you to monitor the status of each Geographic cluster and each site within a
cluster.
Viewing Geographic Cluster Parameters
To view the cluster-wide statistics:
1.

Log into the Equalizer Administration interface with view or edit access.

2.

In the left frame, click the name of the geographic cluster whose parameters you want
to view. The Geographic Cluster Parameters page is displayed in the right frame.

Figure 50
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This page contains the following information:
■

■

■

■

DNS TTL—the amount of time, in seconds, that a name server is allowed to cache the
domain information.
MX Exchanger—The fully qualified domain name that will be returned if Envoy
receives a “mail exchanger” request for this geographic cluster. The mail exchanger is
the host responsible for handling email sent to users in the domain.
Load balancing method—round trip, adaptive, site load, or site weight. (See
“Configuring a Geographic Cluster’s Load-Balancing Options” on page 69 for
descriptions of these values.)
Load balancing response—slowest, slow, medium, fast, or fastest. This value controls
how aggressively Envoy adjusts the site’s dynamic weights. (See “Adding a
Geographic Cluster” on page 68 for more information about the responsiveness
settings.)

Viewing Site Statistics
To view the statistics for a particular site:
1.

Log into the Equalizer Administration interface with view or edit access.

2.

In the left frame, click the name of the site whose information you want to view. The
Site Parameters page shown in Figure 51 is displayed in the right frame.

Figure 51

Viewing a site’s configuration information

The following site parameters are displayed:
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■

Geographic Cluster—the name of the geographic cluster to which this site belongs.

■

Site—the site’s name.

■

Site IP Address—the IP address of the site.

■

Static Weight—the static weight assigned to the site.
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■

Default Site—indicates whether or not this site is being used as the default site.

■

Resource—the IP address and port of the resource being monitored for this site.

■

Agent’s Address—the IP address of the Envoy agent running on the site.

■

Resource keepalive—The number of seconds between resource availability checks. If
a resource fails its availability check, its site will not be returned to clients. Even after a
resource is declared dead, availability checks are performed to determine when the
resource is restored.

In addition to the site parameters, the site’s current status is displayed:
■

■

■

■

Agent Retries—the number of Envoy to agent probes that were resent.
Agent Misses—the number of Envoy to agent probes that received no response.
Missed probes can be due to interruptions in network connectivity between the Envoy
server and site agents as well as site failures.
Triangulation Time-outs—the number of agent to client triangulation probes that
timed out before a response was received.
Resource Errors—the number of Envoy to agent probes that returned a resource
unavailable error.

■

Site Returned—the number of clients directed to this site.

■

Returned as Default—the number of clients directed to the default site.

■

■

Average Ping Time——the average triangulation time for all clients successfully
contacted from this site. This represents all of the triangulation probes, whether or not
this site was selected to process the request.
Resource load—the load on the above resource as calculated by the Envoy agent. The
load incorporates data on resource response time, number of active requests, and loadbalancing variables.

Plotting Geographic Cluster Statistics
The Plot Geographic Cluster feature enables you to view a graphical representation of the
performance history for the selected geographic cluster. To plot the statistics for a
geographic cluster:
1.

Log into the Equalizer Administration interface with view or edit access.

2.

In the left frame, click the name of the geographic cluster whose statistics you want to
plot. The Geographic Cluster Parameters are displayed in the right frame.

3.

Select Plot GeoCluster Statistics from the local menu in the Geographic Cluster
Parameters frame. The graphical history for the selected cluster is displayed in the
right frame.
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Figure 52

Viewing a geographic cluster’s graphical history

By default, the site summary for the previous half hour is displayed. To change the
information plotted, select the categories and duration you want to plot and click the
Plot button.
To zoom in on a portion of the graph, click the area that you are interested in.
Four values can be plotted for a cluster:
■

Request Rate—the number of requests received for the cluster per minute.

■

Active Requests— the number of requests that Envoy is in the process of routing.

■

■
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Network Latency—the average triangulation time when at least one site was able to
respond. (Excludes clients for which the default site was selected.)
Site Summary—Shows the number of requests directed to all sites in the cluster for
the duration specified. This plot is displayed by default when the plot site page is
opened. Note that the site summary can only be displayed separately; you cannot plot
the site summary on the same graph as the other values.
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Plotting Site Statistics
The Plot Site feature enables you to view a graphical representation of the performance
history for the selected site. To plot the statistics for a site:
1.

Log into the Equalizer Administration interface with view or edit access.

2.

In the left frame, click the name of the site whose statistics you want to plot. The Site
Parameters are displayed in the right frame.

3.

Select Plot Site Statistics from the local menu in the Site Parameters frame. The
graphical history for the selected site is displayed in the right frame.

By default, the Request Rate and Resource Down values for the previous half hour are
plotted. To change the information plotted, select the categories and duration you want to
plot and click the Plot button.
To zoom in on a portion of the graph, click the area that you are interested in.
Six values can be plotted for a site:
■

■

■

■

■

■

Probes Missed—the number of requests where an agent failed to reply to Envoy’s
probes.
TRIANGULATION Errors—the number of ICMP ECHO requests that the agent at
this site sent to clients and received no response.
Resource Down—indicates that the resource in question failed to respond during the
period plotted.
Site Chosen—the number of times that this site was returned in response to a client
query.
Network Latency—the average network distance between the agent at this site and
the clients that made DNS requests. Latency is measured in milliseconds.
Resource Load—the relative workload of this site during the period plotted.
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Figure 53
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Viewing a site’s graphical history
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APPENDIX

Using Server Agents

Equalizer's load balancing algorithms can be configured to accept direct feedback from
servers that describes the current server load or availability of critical resources. To use
server agents, agent software must be installed on each of the servers in a cluster. These
agents must be able to respond to TCP connections on a well-known port. This response is
in the form of an ASCII string that represents the current load on the server or indicates
that the service is unavailable. If an agent indicates that the service is unavailable,
Equalizer will automatically stop sending requests to that server.
Server Agents are configured on a cluster-wide basis—all of the servers in a virtual cluster
must be running agents for server agents to be used for adaptive load balancing. When
server agents are enabled, Equalizer periodically probes the agent at each server's IP
address through the configured agent port. Equalizer uses the collected server agent
values when performing adaptive load balancing calculations. You configure Equalizer to
use server agents through the Change Cluster dialog. (For more information, see
“Configuring a Cluster to Use Server Agents” on page 44.)

Custom Server Agents
Custom agents can be written as shell scripts, or in Java, C, or other languages. Upon
request, Coyote Point can provide sample agents written in C that you can modify for your
specific needs.
The agent protocol is extremely simple: when Equalizer connects to the agent’s port, the
agent must respond with an ASCII string and close the port. The ASCII string is a number
that represents the current condition of the server:
-1 Service is unavailable. Might also be used to indicate that a required resource, such as a database, is
unavailable.
0 to 100 0 indicates that the server is very lightly loaded; 100 indicates that the server is very overloaded.
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Command Line
Administration

APPENDIX

B

The natcfg tool allows you to administer the Equalizer from the command line. This tool
is located in:
/usr/local/equalizer/bin/natcfg

Synopsis
natcfg [-q]
natcfg -Q interval (seconds)
natcfg [-a|r] -c ClusterIP:Port [-k time] [-l type] [-L resp]
[-m port] [-g flags]
natcfg

-c ClusterIP:Port [-P probestring] | [-R respstr] | [-S]

natcfg [-a|r] -c ClusterIP:Port -s ServerIP:Port [-w weight]
[-x staticweight] [-h 1/0]
natcfg [-hibvup]

0|1

natcfg [-t] time (1 sec units)

Overview
The natcfg command sets or displays operating parameters for the Equalizer address
translation and load balancing subsystems.
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In normal operation, the natcfg command is hidden by a graphical user interface called
natcgi; however, some users might prefer to use the command line. All permutations of
this command except -q (query) require an effective UID of 0.
Stand-alone Options
q

Query operating statistics

Q

Query operating statistics continuously

u

Enable NAT subsystem

i

Set IP forwarding

b

Set backup flag

v

Set console debugging

p

Set pasv ftp translation

t

Set connection timeout (seconds)

F

Set sticky network aggregation netmask.

Cluster/Server Options
a

Add

r

Remove

c

Cluster address:port

Cluster-only Options
k

Sticky time in seconds (cluster configuration)

l

Load balancing type for cluster (1-5)

L

Load balancing responsiveness (1-10)

m measd port (0 = do not probe measd)
g

Cluster flags (I = inter cluster sticky)

P

Set ACV Probe string

R

Set ACV Response string

S

Display ACV strings

Server-only Options
f

Force operation

s

Server address:port

w Server weight

82

x

Static weight

h

Server is a “hot spare”
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Options
-q

Query operating statistics. Produces a report on the standard output showing the
configured virtual clusters, the servers that are bound to the virtual clusters, and general
operating statistics.
Q

Continuously displays operating statistics. An updated report of cluster and server
performance information is displayed every “interval” seconds.
-u

Enable/disable the NAT subsystem. By default, the NAT subsystem is enabled and the
Equalizer performs address translation and load balancing. When this parameter is set to
0, the Equalizer stops performing these functions.
-i

Set IP forwarding. When IP forwarding is enabled, the Equalizer will act as a gateway
(router) between its interfaces for packets that are not part of virtual cluster connections. IP
forwarding is on by default and should usually be left that way.
-b

Set backup flag. When the Equalizer is in BACKUP mode, it monitors the traffic on its
interfaces and attempts to maintain an accurate connection table, but does not output any
packets to the servers or the outside networks. The state of the backup flag is generally
maintained by the sibd monitoring daemon and should not be set manually.
-v

Set console debugging. Produces copious output on the system console and in the syslog.
Should not be enabled in a production environment.
-p

Set passive (PASV) ftp translation. When servers are on a reserved internal network,
enabling this flag causes server PASV reply strings to be rewritten to valid virtual cluster
addresses. Passive ftp translation should only be enabled when servers are on reserved
networks and FTP services are to be provided to the outside world.
-t

Set connection timeout (seconds). Sets the number of seconds that an incomplete
connection will be maintained. For example, if a virtual cluster receives a SYN packet from
a given client, but the client does not respond to the server's SYN-ACK, the connection will
be deleted after “t” seconds. When a connection times out, an RST packet is sent to the
server.
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-F

Sets the sticky network aggregation netmask. The argument is the number of bits in the
host part of an address. Valid arguments are:
0 - Sticky network aggregation disabled
8 - Aggregate “Class A” networks
16 - Aggregate “Class B” networks
24 - Aggregate “Class C” networks
-a

Add a server or virtual cluster. This flag is also required when adjusting a servers base
weight.
-r

Remove a server or virtual cluster.
-c cluster

Specifies the cluster. A cluster is specified as IP addresses and a port separated by a colon.
For example 192.34.22.100:80
-k time

Specifies the sticky time in seconds. Used when configuring a new virtual cluster.
-l lbalgo

Specifies the load balancing algorithm for the cluster as follows:
1.

Round-robin

2.

Static Weight

3.

Adaptive

4.

Response-time

5.

Active Connections

6.

Server Agent

-L resp

Specifies the load balancing responsiveness for the cluster. Valid values are in the range 110, where 1 is very relaxed and 10 is very aggressive.
-m port

Specifies the (optional) server agent’s TCP port, or 0 (zero) if none.
-g

Sets cluster-specific flags. The flags currently supported are:
X - Clear all cluster flags.
I - Enable inter-cluster stickiness.
84
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-P

Sets the cluster ACV probe string. The string should be quoted as a single option. For
example:
natcfg -c 10.0.0.4:80 -P "GET /"
-R

Sets the cluster ACV response string. The string should be quoted as a single option. For
example:
natcfg -c 10.0.0.4:80 -R "<H1> This is a good page </H1>")
-S

Displays the ACV probe and response strings for a cluster.
-f

Force removal of server. Causes a server to be removed even if there are active
connections.
-s server

Specifies the server. A server is specified as IP addresses and a port separated by a colon.
For example 10.0.1.20:80
-w weight

Specifies a server's base weight. This weight forms the initial basis for the proportion of
connections that will be directed to a particular server. Required when adding a server.
-x weight

Specifies a server's static weight. This weight is the initial value that the server's base
weight is set to. Valid values are in the range 20-200.
-h hotspare

If 1, the server is a Hot Spare and will only receive requests if no other server is available.

Examples
To add a new virtual cluster with IP address of 169.34.22.12 at TCP port 80:
natcfg -a -c 169.34.22.12:80 -l 3 -L 5
To specify the same cluster with a sticky time of 300 seconds:
natcfg -a -c 169.34.22.12:80 -k 300 -l 3 -L 5
To add the server 169.34.24.4 with weight of 20 to the virtual cluster created above:
natcfg -a -c 169.34.22.12:80 -s 169.34.24.4:80 -w 20 -x 20
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To remove the same server:
natcfg -r -c 169.34.22.12:80 -s 169.34.24.4:80
To change the servers weight to 12:
natcfg -a -c 169.34.22.12:80 -s 169.34.24.4:80 -w 12 -x 12
To change the incomplete connection timeout to 60 seconds, use:
natcfg -t 60
To display operating statistics:
natcfg -q
This displays the currently configured clusters and instrumentation values, for example:
Cluster 20.0.0.221:80
server 20.0.0.215:80 weight 11 count 0 total 0 time
Accepting (20)

0.0

server 20.0.0.216:80 weight 11 count 0 total 0 time
Accepting (20)

0.0

Average service time

0.0 msec

Equalizer ENABLED
Equalizer is in PRIMARY mode
passive ftp translation: ENABLED
total connections processed: 0
peak connections processed:

0 0

stale connection timeout:

300

connections timed-out:

0

connections allocated:

0

freelist HW passed

0 0

:

See Also
natcgi, natd, sibd

Bugs
The static weight should be set to the base weight if no explicit static weight value is
specified.
The time field in the server display shows the historical average service time since the
server was added. Because of this it will not show an immediate view of the server's
performance.

86

Coyote Point Systems, Inc.

Technical
Specifications
Network Interface:

(2) 10/100baseT (auto detecting)
EIA RJ45 interface
4-pair Category 5 wiring only

System I/O:

3.5" Floppy Disk Drive
DB9 RS-232 Serial

Dimensions:

EIA 2U Rack mount Enclosure
Height: 3 1/2 in.
Width: 17 3/4 in.
Depth: 20 9/16 in.

Power:

115/230 VAC
Selectable 50/6OHz @ 7.0/4.0A

Environmental:

Operating temperature: 10C (non condensing) to 30C.
Relative humidity 8% to 65%
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EQUALIZER

Glossary
This glossary defines some of the key terms used in this document. Some of these
definitions are based on RFC1208, “A Glossary of Networking Terms.”1
administration interface

The browser-based interface for setting up and managing the operation of the Equalizer.

administration address

The IP address assigned to the Equalizer on the internal network.

authoritative name server

A name server that maintains the complete information for a particular part of the domain name
space.

back-end server

A physical server on the internal network that receives connection requests from the Equalizer.

Class C network

One of three different network classes supported by IP addressing. A Class C network allocates
24 bits for the IP address network-address field and 8 bits for the host field.

cluster

See virtual cluster.

cluster address

The IP address assigned to a particular cluster configured on the Equalizer.

DNS

Domain Name System.

domain name

The name that identifies a host on the Internet.

endpoint

An IP address-port pair that identifies a TCP service.

Envoy

An optional software add-on for the Equalizer product line that supports geographic clustering
and load balancing.

external address

The IP address assigned to the Equalizer on the external network.

external interface

The Equalizer’s network interface that is used to connect the Equalizer to the external network.

external network

The subnet to which the client machines and possibly the Internet or an Intranet are connected.

FTP cluster

A virtual cluster providing service on the FTP control port (port 21).

FQDN

Fully Qualified Domain Name.

fully qualified domain name

The absolute domain name of a host on the Internet. A fully qualified domain name is written
relative to the root domain and unambiguously specifies a host’s location in the DNS hierarchy.
For example, east is a hostname and east.coyotepoint.com is its fully
qualified domain name.
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FXP0

The Equalizer’s external interface port.

FXP1

The Equalizer’s internal interface port.

geographic cluster

A collection of sites that provide a common service, such as a web site. The different sites in a
geographic cluster are often separated by large distances.

geographic load balancing

Distributing requests across servers in different physical locations.

geographic probe

A query sent t oa site in a geographic cluster to gather information so Envoy can determine
which site is best able to process a pending request.

internal address

The IP address assigned to the Equalizer on the external network.

internal interface

The Equalizer’s network interface that is used to connect the Equalizer to the external network.

internal network

The subnet to which the back-end server machines are connected.

IP address

A 32-bit address assigned to a host using TCP/IP. IP addresses are written in dotted decimal
format, for example, 192.22.33.1.

name server

A server that stores information about the domain name space.

NAT

Network Address Translation.

NAT subsystem

The Equalizer subsystem responsible for transferring connections to and from the back-end
servers.

netmask

A bit mask used to select bits from an Internet address for subnet addressing. The mask is 32
bits long and selects the network portion of the Internet address and one or more bits of the
local portion. Also called address mask.

physical server

A machine located on the internal network that provides services on specific IP addresses and
ports.

ping

A program used to test reachability of destinations by sending them an ICMP echo request and
waiting for a reply.

port

The abstraction used by Internet transport protocols to distinguish among multiple simultaneous
connections to a single destination host.

port number

The number used to identify a service contact port, such as HTTP port 80.

reserved network

A network consisting of “phony” IP addresses—IP addresses that are not registered and cannot
be made visible outside of the internal network.

server

See physical server.

server address

The IP address of a server on the internal interface. Multiple IP addresses can be aliased to a
single physical server.

server endpoint

An IP address-port pair that identifies a physical or virtual server on the internal network to
which the Equalizer can route connection requests.

server weight

A value that indicates the relative proportion of connection requests that a particular back-end
server will receive.

site

A cluster of servers under Equalizer control that is part of a geographic cluster.

static weight

The server weight that an administrator assigns to a particular back-end server. During
operation, the Equalizer dynamically adjusts the server weights, so a server’s weight at a
particular time might be different from the static weight originally set by the administrator.

sticky connection

A connection where a particular client is connected to same server for subsequent requests
within a set period of time.

sticky timer

A countdown timer that tracks periods of inactivity between a particular client and server.

1. O. Jacobsen and D. Lynch, Interop, Inc. March 1991.
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traceroute

A Unix network utility that displays the route a network packet takes to reach a specified host.

virtual cluster

An endpoint that acts as the network-visible port for a set of hidden back-end servers.

virtual server address

An IP address that is aliased to a physical server that has its own, separate IP address.

weight

See server weight
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EQUALIZER

Index
A
accessing the administration interface 28
active
connections 33, 35, 37, 42
requests 76
adaptive load balancing 1, 3, 41, 42, 50, 69, 70
add menu 30
Add Site dialog 71
adding
a geographic cluster 68
a server to a cluster 49
a site to a geographic cluster 71
a virtual cluster 39
address
administration 2
cluster 40
resource 71
server 49
virtual cluster 2
adjusting
a server’s static weight 50
a site’s static weight 72
administering
Envoy 68
Equalizer 27
administration
address 2
interface 1, 27, 68
accessing 28
changing the password 23
password 59
agent
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Envoy 65
custom 79
IP address 71
server 38, 44
site 75
aggressive load balancing 43
ALB 3
algorithm 41
authoritative name server 64, 65
configuring 67
average triangulation time 75
B
backup 9
mode 10
server 49
unit 9, 53
browser preferences 28
C
change configuration 53, 58
changing
a server’s static weight 50
a site’s static weight 72
the administration password 23, 59
the console password 23
checklist, configuration 26
client request packets 1
cluster 2, 3
adding 39
adding a server to 49
address 40
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deleting 48
geographic 63
heterogeneous 51
homogenous 51
information, displaying 34
port 40
summary 33
virtual 7
Cluster Parameters page 34
cluster statistics
plotting 35
Cluster Summary 33
committing changes to the configuration parameters
22
computed load 35, 37
configuration 19
backup 9
checklist 26
cluster 34
examples 12
failover 25, 53
network 49
network parameters 20
parameters, committing changes to 22
server 24
single network 8, 25
testing 25
two network 7
understanding 7
utility 19
configure events 58
Configure Network Interfaces window 20
configure redundancy 53
configuring
a cluster to use server agents 44
a cluster’s load balancing options 41
a second Equalizer as a hot backup 53
Envoy 67
Equalizer 19
geographic cluster load-balancing options 69
network parameters 20
servers 24
the authoritative name server to query Envoy 67
connection statistics 31
connections 32
sticky 5
timed out 32
conserving IP addresses 10
console 54
changing the password 23
logging in 19
creating custom server agents 79
current connections 37
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cursor keypad mode 16
custom server agents 79
D
daemon 33
server agent 4, 44
date, setting 22
default route 25
definitions 89
deleting
a cluster 48
a geographic cluster 70
a server 52
a site from a geographic cluster 73
device probe 19
diagnostic messages 19
displaying
cluster information 34
cluster summary 33
Equalizer information 31
geographic cluster parameters 73
server information 36
site statistics 74
system log 34
DNS 64
DNS requests 32
DNS TTL 74
domain 64
domain name 64
domain name server 21
domain name service 64
down 3, 10, 33
dynamic weight 37, 38, 42, 50
oscillations 44
spread 42
E
edit mode 23, 28
enabling passive FTP connections 55
endpoint 2, 33
environmental requirements 87
Envoy 63
administration 68
agent 65
installing 67
Equalizer
administration 27
configuration utility 19
configurations 7
dimensions 87
menu 30
upgrading software 23
Equalizer Configuration Menu window 20, 22
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Equalizer Global Parameters 31
external
address 25
interface 1, 9
network 1, 16
F
failover
configuration 25, 53
mode 32
process 10
failover configuration 53
fastest response 42
fine tuning site weights 69
forwarding log information 58
FTP
control port 44
passive connections 55
PASV 55
services 44
status 32
fully-qualified domain name 64
FXP0 16, 21
FXP1 16, 22
G
gateway 1, 7, 21, 28, 49
default route 25
geographic cluster 63
adding 68
adding a site 71
deleting 70
load balancing options 69
removing a site 73
viewing parameters 73
Geographic Cluster Parameters page 69, 73
geographic load balancing 63
geographic probe 65
Geographic Site Parameters page 72
Global Parameters page 53, 55, 56, 58, 59
global statistics 31
glossary 89
graphical history 35, 37
H
help menu 30
heterogeneous clusters 51
hit rate 35
homogenous clusters 51
host 2, 64
hot backup 9, 53
Hot Spare checkbox 49
HyperTerminal 16
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I
ICMP echo request 65
information, displaying 31
installation and configuration 67
installation and configuration problems 61
installing Envoy 67
interface
administration 27, 68
logging into 28
character based 19
external 1
internal 2
internal
address 25
interface 2, 9
interface parameters 22
network 2, 16
Internet 7
Intranet 7
IP address 2, 21, 25
aliasing 7
reserved 10
site 74
site agent 71
IP aliases, using 7
J
javascript enabled 28
K
keepalive 71, 75
kernel 10
keyboard application mode 16
L
lan 15
least connections 42
license iii
load balancing 3
adaptive 3
aggressive 43
geographic 63
geographic cluster 69
options 41
policy 35, 41, 50
responsiveness 35, 42, 69, 74
router 1
UDP 5
WAP gateways 5
load balancing method 41, 69, 70, 74
adaptive 42, 69, 70
fastest response 42
least connections 42
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round robin 41
round trip 69, 70
server agent 42
site load 69, 70
site weight 69, 70
static weight 42
load distribution, geographic 64
local area network 15
local menu 30
local name server 65
logging in
administration interface 28
Equalizer console 19
login prompt 19
M
mail exchanger 69
main menu 30
measd 4, 44
menu
add 30
Equalizer 30
help 30
local 30
main 30
view 30
menu, configuration utility 20
messages 34
minimizing the number of IP addresses needed 10
mode
backup 10
cursor keypad 16
edit 28
failover 32
keyboard application 16
primary 10
view 28
monitoring
cluster performance 51
Equalizer operation 31
geographic clusters and sites 73
MX exchanger 69, 74
N
name resolution request 64
NAT 1
NAT subsystem 2, 3, 44
network
address translation 1, 3
configuration 49
connectivity 22
external 1
interface 87

96

internal 2
latency 63, 76, 77
local area 15
parameters, configuring 20
single 9
Network Configuration window 21
NFS server clusters 5
ntmeasd.exe 4, 44
O
operation modes 31
optimization threshold 43
optimizing cluster performance 50, 72
optimizing geographic cluster performance 69
options, load balancing 41
outbound packets 2
P
packet 24
ARP 10
outbound 2
request 1
response 2
SYN 56
parameters
internal interface 22
passive FTP
connections 55
mode 44
status 32
translation 55
password 29
administration interface 23, 29, 60
changing 59
console 23
edit mode 23
PASV FTP Translation checkbox 55
peak connections processed 32
performance
improving 63
monitoring 51
optimizing 50
statistics 4, 44
physical network layout 12
ping 22, 25, 65
plotting
cluster statistics 35
geographic cluster statistics 75
server statistics 37
site statistics 77
port 2, 71
cluster 40
redirection 44
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serial 16
server 49
port 21 44
power cord 16
power requirements 87
primary
mode 10
role 28
unit 9, 53
probe
device 19
geographic 65
server 33
site 75
status 10
probes missed 77
problems, solving 61
protocol
SSL 5
providing FTP services on a virtual cluster 44
R
removing
a cluster 48
a geographic cluster 70
a server 52
a site from a geographic cluster 73
request packets 1
request rate 76
reserved network 10
resolution request 64
resource
address 71
down 77
errors 75
keepalive 75
load 75, 77
response packets 2
responsiveness 41
RJ-45 16
round robin 41, 50
round trip 69, 70
router 2
load-balancing 1
routing
tables 2
RST 56
S
serial terminal 16
server 3, 33
adding 49
address 49
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alias 25, 26
backup 49
configuration 24
deleting 52
displaying information about 36
IP address 26
plotting statistics 37
port 49
resource availability 4, 44
response time 42
shutting down 52
static weight 49
status 34
weight 50
server agent 4, 35, 38, 42, 44
custom 79
parameters 35
using 44, 79
value 42
Server Parameters 36
service time 35, 37
setting
date and time 22
stale connection timeout 56
static weights for homogenous clusters 51
static weights for mixed clusters 51
time zone 22
shutting down a server 52
sibling 9
single-network configuration 25
site 63
adding 71
agent 75
chosen 77
deleting 73
dynamic weight 70
IP address 74
load 69, 70
name 71
static weight 74
statistics 74
summary 76
weight 69, 70, 71, 72
site-wide failure 63
software license iii
solving installation and configuration problems 61
specifications 87
SSL protocol 5
stale connection 56
timeout 32, 56
start-up messages 34
static weight 3, 37, 41, 42, 50
changing 50
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server 49
site 74
statistics 31, 36
plotting 35
plotting geographic cluster 75
plotting site 77
site 74
status probes 10
sticky connections 5
sticky time period 5, 35, 40, 44, 45, 56
sticky timer 5
SYN flood attack 56
SYN packet 56
SYN/ACK 56
System Event Log 34
system I/O 87
system log, displaying 34
T
TCP/IP 1
technical specifications 87
telnet 26
telnet session 24
terminal 19
terminal emulator 16
test machine 25
testing your configuration 25
time zone, setting 22
time, setting 22
timer, sticky 5
time-to-live 68
total connections 34, 37
total connections processed 32
traceroute 25
triangulation time-outs 75
troubleshooting installation and configuration problems 61
TTL 68
U
UDP load balancing 5
understanding Envoy 64
upgrading Equalizer 23
URL 28
user name 29
using
a second Equalizer as a backup 9
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Equalizer as a gateway between networks 7
Equalizer in a single network environment 8
IP aliases 7
reserved IP addresses 10
server agents 44, 79
V
view menu 30
view mode 28
viewing
a cluster’s graphical history 36, 75
a server’s graphical history 39
a site’s graphical history 77
cluster information 35
Equalizer information 32
geographic cluster parameters 73
site statistics 74
virtual cluster 2, 3, 26
adding 39
adding a server to 49
address 2
deleting 48
FTP services 44
geographic 63
virtual web servers 7
W
WAP gateway 5
warranty iv, 15
web browser 28
web servers, virtual 7
weight 33
dynamic 37, 38, 42, 50
oscillations 44
server 49
site 69, 70, 71, 72
spread coefficient 43
static 3, 37
window
Configure Network Interfaces 20
Equalizer Configuration Menu 20, 22
Network Configuration 21
wireless application protocol (WAP) 5
Z
zoom 35, 37, 76, 77
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